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Ultra-Wideband Technology (UWB)

= The popularity of UWB technology is soaring

« Several hundred millions device shipments in 2021
(source: ABI research)

« UWB market expected to hit 2.7 billion $ by 2025

(source: MarketsAndMarkets)

\' Share. Find. Play.
' More precisely
than ever.

* Major investments by key players

= Apple, Samsung, and Xiaomi have integrated
UWB chips into their high-end smartphones

= Tesla, Volkswagen, and BMW have embedded
UWB-based keyless entry systems in their vehicles

A plethora of UWB system providers has emerged
= Zebra Technologies, Ubisense, Kinexon, Infsoft, Sewio, ...
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= Helped fueling the adoption of UWB services
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https://www.abiresearch.com/press/2021-will-be-year-ultra-wideband-will-emerges-key-wireless-connectivity-technology-indoor-positioning/
https://www.marketsandmarkets.com/Market-Reports/ultra-wideband-market-200905786.html?gclid=Cj0KCQjwyMiTBhDKARIsAAJ-9Vsv-GexvrbrfDSQbhKIT3KUFpDKadxaomfhClczRcO7B4xEpy9bb94aAoSJEALw_wcB
https://www.volkswagenag.com/de/news/stories/2019/10/cybersecurity-makes-life-difficult-for-car-thieves.html
https://commons.wikimedia.org/wiki/File:Shopping_App_von_Favendo_mit_Indoornavigation_auf_Lichtbasis.jpg
https://www.infsoft.com/wp-content/uploads/infsoft-Use-Case-Pallet-Tracking-in-Logistics.pdf
https://www.losant.com/blog/social-distancing-in-the-realm-of-iot
https://9to5mac.com/2019/09/10/iphone-11-find-my-tag/
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Narrowband Ultra Wideband
= Why so popular?
* Much wider bandwidth than traditional . )
narrowband 0T technologies ] ]
£ £
= Typically larger than 500 MHz £ .
= Very short pulses (~2 ns)
« Very good time-domain resolution allowing e e —
for cm-level localization & tracking
Narrowband with Reflections Ultra Wideband with Reflections
= High immunity to multipath fading —Dmir
= Fine estimations of the time of flight Smmmmﬁ
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Source : Electronic design
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Ultra-Wideband Technology (UWB)

= Why so popular?
* Much wider bandwidth than traditional
narrowband loT technologies

= Typically larger than 500 MHz
= Very short pulses (~2 ns)

5.5m

* Very good time-domain resolution allowing

for cm-level localization & tracking First path Multipath
= High immunity to multipath fading d%t_ecc):g())n E:&rsgc;?ents
» Fine estimations of the time of flight \\
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Time [ns]

Source: GroBwindhager et al.
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Ultra-Wideband Technology (UWB)

= Why so popular?

 Much wider bandwidth than traditional
narrowband loT technologies

= Typically larger than 500 MHz

QOPVD,

= Very short pulses (~2 ns)

* Very good time-domain resolution allowing
for cm-level localization & tracking

= High immunity to multipath fading
» Fine estimations of the time of flight

 Off-the-shelf low-power radio transceivers
enabling short-range communication

= Qorvo DW3000: ~40/70 mA TX/RX
= Support for cheap & mobile tags

Source: GroBwindhager et al.
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Coexistence Threats on the Horizon

= UWB systems have so far enjoyed a relatively noiseless RF spectrum
« Commercial UWB devices operate between 3 and 10 GHz, mainly in the 6 — 8.5 GHz range

= Away from the crowded 2.4 GHz ISM band
where ubiquitous wireless devices operate

* Devices employing Wi-Fi, Bluetooth classic / LE,
IEEE 802.15.4 / ZigBee, OpenThread, ...

 Home appliances such as microwave ovens

2402 1 MHz 2480
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Source: Wetzker et al

* No overlap with the frequencies used by Wi-Fi

* IEEE 802.11b/g — 2.4 GHz only
« [IEEE 802.11n/ac — 2.4 GHz + 5 GHz

At least until today...
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Coexistence Threats on the Horizon

» Regulatory bodies around the world have started to open
the 6 GHz unlicensed band for Wi-Fi use, In connection
to the release of the Wi-Fi 6E standard

I * Government Gouvernement

of Canada du Canada
Home / EDOCS / Commission Documents
MENU «~

FCC O pe n S 6 G H Z Ba n d tO Wl_l:l a n d Canada.ca - Business and industry = Permits, licences and regulations
Oth e r U n | |Ce n Se d U Se S > Federally regulated industry sectors = Broadcasting and telecommunications regulation

= Spectrum management and telecommunications = Spectrum allocation

Official Journal = L 232

of the European Union

Full Title: FCC Adopts New Rules For The 6 GHz
For Unlicensed Use

Decision
Description: ) Fra m eWO
Commisswn.Frowdes a Boost to Wi-Fi and Other ‘ k{:]'é’ ‘ 6 G H z Ba

in the Band .E%] AUSTRALIA !!2’
o

Radiocommunications (Low Interference Potential
Devices) Class Licence Variation 2022 (No. 1)

The Australian Communications and Media Authority makes the following variation under
subsection 132(1) of the Radiocommunications Acr 1992.

Document Type(s): News Release
Bureau(s): Engineering & Technology, Media Rel

Related Document(s):
Report and Order - FCC Opens 6 GHz Band to Wi

May 2021
Gazette Notice

Volume 64
English edition Legislation 30 June 2021

DECISIONS

* Commission Implementing Decision (EU) 2021{1067 of 17 June 2021 on the harmonised use of
radio spectrum in the 5 945-6 425 MHz frequency band for the implementation of wireless access
systems including radio local area networks (WAS/RLANs) (notified under document

Dated: 3 March 2022 C2021) 4240) ) 1o e 1

Image sources: wikimedia.org, europa.eu, fcc.gov, gov.au, and gc.ca
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https://commons.wikimedia.org/wiki/File:Wi-Fi_6E.png
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2021:232:FULL&from=EN
https://www.fcc.gov/document/fcc-opens-6-ghz-band-wi-fi-and-other-unlicensed-uses
https://www.legislation.gov.au/Details/F2022L00249
https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf11698.html
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Coexistence Threats on the Horizon

= Wi-Fi 6E marks a milestone in the history of IEEE 802.11 5 GHz band
5 GHz band
2.4 GHz band
o
© 11/54 Mbps 600 Mbps
S 2Mbps 54 Mbps 6.9 Gbps 9.6 Ghps
= Wi-Fi 1/2 Wi-Fi 4
_c;s (802.11b/a) (802.11n)
g Wi-Fio Wi-Fi 3 Wi-Fi 5 Wi-Fi 6E
0 (802.11) (802.119) (802.11ac) (802.11ax)
- _I_I_I_I—I—I_I_>
1997 1999 2003 2008 2014 2020
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Coexistence Threats on the Horizon

= Wi-FI 6E marks a milestone in the history of IEEE 802.11

« Additional contiguous spectrum of up to 1200 MHz (5925 — 7125 MHz)
« Support for channel bandwidths of 20, 40, 80, or 160 MHz

TU

Grazm

« Allows high-throughput and low-latency communication in yet uncongested bands

5925 MHz

6425 MHz 6525 MHz 6875 MHz 7125 MHz

[ \ U.S.+Europe

TX Power  Bandwidth . U.S. only
(Max EIRP)

18dBm 20 MHz
21dBm 40 MHz
24dBm 80 MHz
207 \ 27dBm 160 MHz

Wi-Fi 6E

[3\/11\/19\/27\/35\/43\/51\/59\/67\/75\/831/91\/99\/107\/115\/123\/131\/139\/147\/155\/163\/171\/179\/187\/195\/203\/211\/219\/227\

[ 7 \ 23 \/ 39 \V\ 55 \/ 72 \V 87 \/ 103 \/ 119 \/ 135 \/ 151 \/ 167 \/ 183 \/ 199 \/ 215 \
] 15 \/ 47 \/ 79 \/ 111 \/ 143 \/ 175 \/
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Coexistence Threats on the Horizon
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= The frequencies used by most UWB devices overlap with those of Wi-Fi 6E
« Commercial UWB devices are allowed to operate between 3 and 10 GHz

« Existing radios mainly operate on the 6 — 8.5 GHz range,
and use channels with a bandwidth of ~500 or 1000 MHz

5925 MHz 6425 MHz 6525 MHz

6875 MHz 7125 MHz

| [ \ U.S. +Europe
‘ TX Power  Bandwidth . U.S. only
L (Max EIRP)
< 18 dBm 20 MHz
[N
s 3 \/11\/19\/27\/35\/43\/51\/59\/67\/75\/83\/91\/99\/107\115\/123\/131\/139\/147\/155\163\/171\/179\/187\ /195\/203\/211\ 219227\ 21dBm 40 MHz Trimension only
[ 7 \V 23 \/ 39 \V/ 55 \/ 712 \/ 87 \/ 103 \/ 119 \/ 135 \/ 151 \/ 167 \/ 183 \/ 199 \/ 215 \ 24dBm 80 MHz
D DW1000 only
| 15 \/ 47 \/ 79 \/ 111 \/ 143 \/ 175 \/ 207 \ 27dBm 160 MHz
[ T T D DW1000 + DW3000 +
ol L i Ch3nn€|7 SR SR fiaan 1080 MHz . <
= p S %%/ \ Trimension
s _/_Channel5 v _ (. Cheemele | wowm
5950 MHz 7030 MHz 7240 MHz

6240 MHz/

Channel 7 overlaps with the entire band

\ 6740 MHz

;

Only channel 5 supported by the main UWB chips
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Coexistence Threats on the Horizon

* The frequencies used by most UWB devices overlap with those of Wi-Fi 6E

« UWB devices typically offer few channels, some of them spanning > 1 GHz
(e.g., Qorvo DW3000 only offers channel 5 and 9)

UWB channels Supported by

# | Freq.(MHz) | BW (MHz) | DW1000 | DW3080 | NXP Trimension
1 34944 499.2 X

2 3993.6 499.2 X

3 4492.8 499.2 X

4 3993.6 1331.2 X

5 6489.6 499.2 X X X
6 6988.8 499.2 X
7 6489.6 1081.6 X

8 7488.0 499.2 X
9 7987.2 499.2 X X

—

Very few options for UWB
devices to proactively avoid
Wi-Fi 6E interference

(especially when enforcing interoperability)

Carlo Alberto Boano
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Coexistence Threats on the Horizon
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= The frequencies used by most UWB devices overlap with those of Wi-Fi 6E

« UWB is likely to suffer the most from the overlap, due to the much lower transmission power

UWB devices should have a maximum equivalent Transmission power of Wi-Fi 6E

isotropically radiated power of -41.3 dBm/MHz << access points can be up to 27 dBm
5925 MHz 6425 MHz 6525 MHz 6875 MHz 7125 MHz i A U.S. + Europe
,——— - e
I TX Power | Bandwidth . U.S. only
(Max EIRP) |
L |
© ; 18dBm 120 MHz
= .
';* [3\/11\/19\/27\/35\/43\/51\/59\/67\/75\/83\/91\/99\ 107\ 115\/123\/131\/139\147\/155\/163\/171\/179\/187\/195\/203\ 211\ 219|227\ | 21dBm :40 MHz Trimension only
[7 \[23 \[39 \[ 55 \[ 71 \[ 87 \[ 103 \/[ 119 \[ 135 \/ 151 \/ 167 \/ 183 \[ 199 \/ 215 \ zddEm )soihe () DW1000 onl
| 15 \/ 47 \/ 79 \/ Tl \/ 143 \/ 175 \/ 207 \ L27 dBm | 160 MHz y
I (] DW1000 + DW3000 +
g e shahiicl . 10ROz Trimension
3| | f Channel 5 499 MH2
" 5950 MHz 6240 MHz 6740 MHz 7030 MHz 7240 MHz

The UWB alliance raised concerns and requested Wi-Fi devices to reduce interference by
using directional antennas, dynamic transmit power control, and minimizing duty cycle [link]
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Outline

= How does Wi-Fi 6E traffic affect UWB systems?

« Impact on UWB communication
 Impact on UWB ranging and localization
» Anatomy of the Wi-Fi 6E impact on UWB systems

= Mitigating the impact of Wi-Fi 6E traffic on UWB systems

= Open questions & next steps

Carlo Alberto Boano 13/50 Invited Talk, KU Leuven | Bruges Campus, 25.04.2023




Institut fir Technische Informatik / Institute of Technical Informatics TU

Experimental Setup

* \We set up a testbed to study coexistence issues experimentally

» Ethernet backbone infrastructure (same as D-Cube)
= PoE for supplying power and power-cycling
= Fiber connection between PoE switch and server
» Observer (aggregator) devices v
= Raspberry Pi 4B, 8 GB RAM e
= Up to four target UWB nodes =4
. . . y
¢ WI-FI 6E deVICeS Aggregator |Aggregator Aggregator
= Based on Qualcomm QCN9074 / Intel AX210 modules s . s
USB USB USB
» Towards a full-fledged benchmark // Mln { ’ .~-¢-" .--¢-"
= Testbed functionality increasing over time e LWi-Fi 6E \—tN;L "r~-""" r-i_-",,l
25 P device e e
= Planned: energy profiling, reproducible . L e
jamming, and support for more UWB nodes

Carlo Alberto Boano 14 /50 Invited Talk, KU Leuven | Bruges Campus, 25.04.2023




Institut fir Technische Informatik / Institute of Technical Informatics TU

Experimental Setup

* \We set up a testbed to study coexistence issues experimentally

« Across a large hallway (130 m?) T oom oo oo )
and inside an office room (30 m?) . L o f

» 36 “old-generation” UWB nodes

= Decawave MDEK1001 boards
(nRF52832 + DW1000 radio)

= Compliant to IEEE 802.15.4a
= Relatively high density

* 17 "new-generation” UWB nodes 8

= Custom boards
(nRF52833 + DW3000 radio)

= Compliant to IEEE 802.15.4z

(revision supporting secure ranging)

7 Wi-Fi 6E devices @
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Outline

= How does Wi-Fi 6E traffic affect UWB systems?

* Impact on UWB communication
 Impact on UWB ranging and localization
» Anatomy of the Wi-Fi 6E impact on UWB systems

= Mitigating the impact of Wi-Fi 6E traffic on UWB systems

= Open questions & next steps
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Experimental Findings

= #1: Does WiI-FI 6E traffic affect (at all) UWB communications?
* We let a DW1000 UWB node broadcast packets, while all others measure the PRR
UWB transmissions
= Channel 5
- 6.495 GHz center frequency, 500 MHz bandwidth

= Default PHY settings
- PRF = 64 MHz, PSR = 1024, DR = 6.8M, Payload = 16B

[ |
1 >

26.2m

g D.2m 12.2My
1 1

=
Wi-Fi 6E traffic
c = Channel 111
% - 6.495 GHz center frequency, 160 MHz bandwidth
= = Different traffic patterns
— UDP stream at fixed bitrate (iperf) from device B to A
- YouTube traffic, single-client (A = access point, B = client)
— YouTube traffic, multi-client (both B and C as clients)
Invited Talk, KU Leuven | Bruges Campus, 25.04.2023
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Experimental Findings

= #1: Does WiI-FI 6E traffic affect (at all) UWB communications?

* Yes: the average PRR across all testbed nodes drops significantly

None
iperf (100 Mbps)
iperf (400 Mbps)

YouTube (Single Client)
YouTube (Multi Client)

Wi-Fi 6E traffic

0.0 0.2 0.4 0.6 0.8 1.0
UWB Packet Reception Rate (PRR)

= Video streaming is often buffered — large white spaces in which UWB transmissions are successful

= Much shorter white spaces with iperf — higher chances for UWB packets to be hit

Carlo Alberto Boano 18/50 Invited Talk, KU Leuven | Bruges Campus, 25.04.2023




Institut fir Technische Informatik / Institute of Technical Informatics

Experimental Findings

= #2: How Is the packet loss spread across the testbed?

* Hallway, node 16 as transmitter

* The closest node (15) is the most affected
 All nodes in the hallway (also those at >25m from the Wi-Fi 6E interferer) exhibit a low PRR

26.2m 1

5.7m

_PRR_
= =
-
—

g’ 0.2
(o] =
- B B Bl i I - -
0.0
Wi-Fi 6E interferer OWB tranemittor B 88 dNMEAnn R ANAARAR E‘
(iperf with 100 Mbps) Node 1D
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Experimental Findings

= #2: How Is the packet loss spread across the testbed?

» Office, node 36 as transmitter

» Average PRR across office nodes only ~30%
(was ~50% in the hallway)

g 2.2m 2. 2My 26.2m
I 1 1 1
i . ' 1.0 -
~ a'd
X 0.5 - |
- M
S L
™~ 1 [
- ().() - I
OO O=ANMSIDI
A 4 NNNNmmmmm|r>U|
i
Node ID

Wi-Fi 6E interferer .
(iperf with 100 Mbps) UWB transmitter

Invited Talk, KU Leuven | Bruges Campus, 25.04.2023

20/50

Carlo Alberto Boano



Institut fir Technische Informatik / Institute of Technical Informatics

Experimental Findings

= #2: How Is the packet loss spread across the testbed?

» Office, node 36 as transmitter

* PRR may even drop below 1% on some of the nodes
(i.e., the link is essentially useless)

YouTube (Single Client) iperf (400 Mbps) iperf (100 Mbps)
1.0 - . 1.0 - 1.0 -
o o o
0.5 - < 0.5 - X 0.5 A
l.lll \ ll
0.0 - 0.0 -#—!—'—*—*.’.‘ P 0.0 -

]
I|* 1

O~ OIHANMIST O
NN m'mr>u

ON~NOODOYOe-=ANM<T D OMNOOOYOe=ANMS<ET O
NNNNmmmmm% N MM M f'\l('\l('\Iif'\lt'\ﬁt'\ﬁ('\f')t'\ﬁt'ﬁr>":J
Node ID Node ID Node ID
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Experimental Findings

= #3: Do also new-generation chips suffer from these problems?

* Yes: there is visible impact on both DW1000 (older) and DW3000 (newer) radios
« Office, node 36 as transmitter, using iperf UDP streams with different throughput

* New-generation chips do not necessarily exhibit a better performance

—_ DW1000: BN PRR

. % DW3000: PRR
M 7
il -
Bl 7 . - . o
N 7 % % Y% Y
No interf. iperf iperf iperf iperf
50 Mbps LOO Mbps 200 Mbps 400 Mbps

Wi-Fi 6E interference
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Experimental Findings

= #4: What Is the impact as a function of the selected frequency/bandwidth?

« Significant impact even when using Wi-Fi 6E channels that should not overlap with UWB
(new-generation chips exhibit a slightly better performance)

» The use of Wi-Fi 6E channels with smaller bandwidth results in a higher UWB packet loss

20 MHz Channels

27 35 ' 43 51 59 67 75 83 91 99 107 115 123 131 139 147 155 16
- = Channel

80 MHz Channels

23 L _39_ — E — 71 87 103 Chanr]:'].egI 135 151 L 167 183 ' 199

160 MHz Channels

15 Y S | 79 111 143 - T | 207
Channel
GDITS 62I4() 64I95 67"40 69'35
Frequency (MHz) UWB Channel 5 B DW1000 DW3000
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Experimental Findings

= #5: In what form does the loss manifest itself at UWB receivers?
* Interestingly, only a few packets are never received (Lost)

* In most of the cases, the receiver either

experiences an SFD timeout (SFDTO) v
a physical header error (PHE), or a Y, 40 -
. O
data decoding error (DDE) ]
* This indicates that portions of the SHR ié 20 -
could be successfully decoded -
Synchronization Header (SHR) Data Portion (DP) C; 0 _
e . A o=
H 5 e QO K K &
Plreamble Symbol Repetitions (PSR) Rgp'e.titions 850 or 110 kbps Data Rate 110kbps, 850kbps, 6.8Mbps QO Q Q \/

32 or 127 pulses
Symbol #1 | Symbol #2 Symbol #PSR }_\/\flsymbo, ; 1/PRF 7\ \
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Experimental Findings

= #6: What Is the performance as a function of the used UWB PHY settings?

 Better performance with smaller payloads and shorter data Irates (expected)  31x more energy!

« The number of preamble symbol repetitions (PSR) has a strong impact (only removes DDE)
(too many and too few preamble symbols decrease the PRR) ~ L » PSR=256 exhibits the best performance

* Number of errors > Number of sent packets (!) Looks like the Wi-Fi 6E signal tricks the

_ 6.8Mbps 850 kbps 110 kbps » UWB receiver in believing that there is
a preamble even when there is not!

C ===

B RXOK —» Reception successful
mmm DDE —» Data decoding error

' mmm PHE —» Physical header error
B SFDTO —» SFD timeout

PR -

T oW ey ST O N SO eyt
L= ST o T I = I SN T B I S I I SN T o e I N
HNU"&E HNU’:E HNU’:E
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Outline

= How does Wi-Fi 6E traffic affect UWB systems?

* Impact on UWB ranging and localization
» Anatomy of the Wi-Fi 6E impact on UWB systems

= Mitigating the impact of Wi-Fi 6E traffic on UWB systems

= Open questions & next steps
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Experimental Findings

» |s the UWB ranging process affected by Wi-Fi 6E traffic?
* We let several node pairs perform hundreds of Initiator Responder
single-sided two-way rangings (SS-TWR) Tep %
« We monitor the reception of both messages separately y IRP
 Both in the office and in the hallway Tre
. UWB transmissions
! = Channel 5
- 6.495 GHz center frequency, 500 MHz bandwidth

5.2m 12.21My 26.2m
= Best PHY settings found previously

- PSR = 256, DR = 6.8M, Payload = 16B, PRF = 64 MHz

Wi-Fi 6E traffic
= Channel 111
- 6.495 GHz center frequency, 160 MHz bandwidth

» = iperf with 100 Mbps
Invited Talk, KU Leuven | Bruges Campus, 25.04.2023
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Experimental Findings

Grazm

» |s the UWB ranging process affected by Wi-Fi 6E traffic?

* Yes #1: prominent decrease in ranging precision in the presence of Wi-Fi 6E traffic
(especially when a UWB node is in close proximity to a Wi-Fi device)

* Pys = width of the interval in which 95% of the samplies lie

* Precision in the presence of Wi-Fi 6E traffic (Jif]) worse than in the non-interfered case ()
= ~ 10 cm in the average case; significant spikes > 0.5m when UWB nodes near the Wi-Fi 6E transmitter

HALLWAY nodes OFFICE nodes
— ﬁ .
I No Interf. =& iperf-100 : l
= 05 | < : |
= ]
& L mmm e Ly

| B | . | B a m . - | ]

0.0 . . , - - . -1 pn - N . I - S

(17.15)K18,14) (19,13)(22,10) (23.9) (24.8) (25.7), (36.26) (36.27) (36,28) \(36,32)! (36,33) (36,34)

Close proximity Nodes far away from the Wi-Fi 6E device Close proximity
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Experimental Findings

» |s the UWB ranging process affected by Wi-Fi 6E traffic?

» What about the maximum ranging error observed (P,)?
= ~ 12.3 cm in interference-free experiments I
= ~ 50 m in the hallway in the presence of Wi-Fi 6E traffic -
= ~ 30 m in the office in the presence of Wi-Fi 6E traffic
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Grazm

Experimental Findings

» |s the UWB ranging process affected by Wi-Fi 6E traffic?

* Yes #2: much lower likelihood to successfully Initiator Responder
derive the distance between two devices Ter POL|
(due to the high packet loss — as shown previously) \ Tre
. . . RESP T
* As low as < 15% of the rangings in the office succeed! Tog B
HALLWAY nodes OFFICE nodes
lﬂ PRRpoi 8 PRRresp BN RSR
DS 7] ' I - i . 1
L el b b
0.0 ' ' ' h
(17,15) (18,14} (19,13) (22,10) (23,9} (24.,8) (25,7} (36,26) (36,27) (36,28) (36,32) (36,33) (36,34)

PRRyoy " PRR,., M RSR — Ranging success ratio (PRRpoy; - PRRyesp)
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Experimental Findings

= Severe implications for UWB localization systems

 Less than 3% and 1% of the localization attempts in the hallway and office are successful!

*

\6)

| source: 3D Warrior

mage :
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Outline

= How does Wi-Fi 6E traffic affect UWB systems?

« Anatomy of the Wi-Fi 6E impact on UWB systems
= Mitigating the impact of Wi-Fi 6E traffic on UWB systems

= Open questions & next steps
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Anatomy of the WI-FI 6E Impact on UWB

= We record 48 hours of oscilloscope - -
traces capturing UWB transmissions wired synchronization | |
In presence of Wi-Fi 6E traffic o Oscllloscope —
 Diagnostic data (UWB reception errors, software /\/\ | AVA
preamble detection timestamps, ...) == —— Jowmeenversien

 This setup allows us to determine the exact position of the packet collision and its outcome

Preamble SFD Data Portion
A Nl"'v A \
6800
6700
N 6600
=
= 6500

Q

£ 6400
6300
6200

—— Preamble detection
SFD detection

UWB frame

0 50 100 150 200 250 300 350 400
Time (us)
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Anatomy of the WI-FI 6E Impact on UWB

* Error rate as a function of the Wi-Fi 6E hit position

_ o B RXOK —» Reception successful
1) UWB receiver cannot recover from hits in SFD / PHR m== DDE —» Data decoding error
2) UWB receiver hardly recovers from hits in the payload W PHE —» g%""?a' header error
(it mostly recovers if the hit occurs at the very end of the frame) = E’;gm - Rece?vne]re?iumteout
3) The UWB receiver can recover from hits in the preamble
(if enough preamble symbols can be accumulated) 100
= Longer preambles allow to recover from a Wi-Fi 6E hit E
= But they are more likely to be hit multiple times "'E"
Preamble length (symbols) | 64 | 128 256 | 512 1024 E
Recovered packets with 59 | 278 | 564 | 574 | 61.9 L

single hit in preamble (%)
Max. length of preamble hit
for recovered packets (us) 28 93 | 134 | 258 | 396

—— o
Packets with multiple ‘Qp
hits in preamble (%) 23.0 | 229 | 265 | 58.4 _91.i4

Recovered packets with one 76 | 410 1 607 § 423 | 279 |_> best

or more hits in preamble (%) trade-off! Wi-Fi 6E hit position

—
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Anatomy of the WI-FI 6E Impact on UWB

* Error rate as a function of the Wi-Fi 6E hit position
1) UWB receiver cannot recover from hits in SFD / PHR

2) UWB receiver hardly recovers from hits in the payload
(it mostly recovers if the hit occurs at the very end of the frame)

3) The UWB receiver can recover from hits in the preamble
(if enough preamble symbols can be accumulated)

RXOK —» Reception successful
DDE —» Data decoding error
PHE — Physical header error
SFDTO —» SFD timeout

RTC  —» Receiver timeout

4)
I : 100 ]
= Longer preambles allow to recover from a Wi-Fi 6E hit E |
= But they are more likely to be hit multiple times E
4) The UWB receiver reports reception errors, 2
even if no Wi-Fi 6E hit occurs “ -
- g 2 QO 2 0
— Why~ "'E'FF o & gt ?
a 3
«© ¢

Wi-Fi 6E hit position
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Anatomy of the WI-FI 6E Impact on UWB

= Wi-Fi 6E falsely classified as UWB preamble

« UWB receivers remain awake to look for the

SFD until reception is stopped
(— waste of energy!)

- - —— Preamble detection

UWB frame
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Anatomy of the WI-FI 6E Impact on UWB

= Wi-Fi 6E traffic causes a saturation of the automatic gain control (AGC)
* Due to the high power of Wi-Fi 6E signals, Errors depending on AGC value

Grazm

their presence causes the AGC to reduce = -
the gain, thus leaving the UWB receiver e
. - . . 20 1
Insensitive to incoming frames u
m
LII: I]- T I ! I I
 UWB receiver remains ‘deaf’ 7 9 12 15 18
AGC register value (AGC_EDGL)
* Visible correlation between frame errors and:
= The values of the AGC diagnostic register = brrors depending on Wi-Ti's TX tme
= How close Wi-Fi 6E traffic appears before w
the UWB transmission E 20 1
=
m
e D= T T . .
450 -350 -250 -150 S0

End of last Wi-Fi packet before UWE frame (ps)
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Outline

= Mitigating the impact of Wi-Fi 6E traffic on UWB systems

= Open questions & next steps
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Mitigating the Wi-FI 6E Impact on UWB

= What can be done?
* Increasing the transmission power of UWB devices 0
 Avoid overlapping channels 0
« Use large channel bandwidths / adaptive frequency hopping Q
 Clear channel assessment (CSMA-style) Q

= UWB radios do not support energy detection

= Can we exploit the AGC reqister to detect the presence of Wi-Fi 6E traffic?

. s Oscilloscope trace  -——mm AGC register value —_— IWEB frame
n , —-—
= 0.05 d i
i K]
% 000 * * P H Wijy— T
E il
g —0.05 T T T T T |i - T
- ED _WWW
[
i
E 290 - L :
T T T T T o — T
0 1 2 3 4 5 & 7 8

TII'I'lE {f‘l‘l 5] Image sources: freesvg.org and freesvg.org
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Mitigating the Wi-FI 6E Impact on UWB

= Detect WI-FI 6E traffic and defer transmissions
» By exploiting the AGC register values

CCA

= Optimal selection of PHY settings

 Especially the number of preamble symbol repetition OPT
= Neither too long, nor too short

= |deally adaptive at runtime based on the Wi-Fi 6E traffic characteristics

= Late wake-up

 UWB receiver should wake up just in time prior to reception
= To avoid falsely detected Wi-Fi 6E packets

SYNC

= To avoid saturation of AGC
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Mitigating the Wi-FI 6E Impact on UWB

= Effectiveness of proposed countermeasures against Wi-Fi 6E traffic
* OPT improves PRR by up to 25% compared to default UWB PHY settings (BASE)

« SYNC improves PRR by up to 47% compared to OPT
(mainly beneficial for UWB nodes close to Wi-Fi 6E devices)

 CCA improves PRR by up to 28% compared to OPT
(mainly beneficial for UWB nodes far from Wi-Fi 6E device)

HALLWAY OFFICE

1.0

B BASE
s OPT
BN SYNC
N CCA
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Mitigating the Wi-FI 6E Impact on UWB

* These countermeasures also increase the ranging precision
In the presence of Wi-Fi 6E traffic

* Improvements up to 46% because they avoid a distortion of the CIR estimate

HALLWAY OFFICE
I BN BASE

027 113 mm OPT
e
0.1 - ) B SYNC
B CCA
0.0 -

&7 & W% & o
& & 4° & & ©®
€ W ! € ¢
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Mitigating the Wi-FI 6E Impact on UWB

= Wi-Fi 6E hits lead to a distortion of the CIR estimate - . ———
rom the diagnostic registers:

* Likely the reason for the observed ranging errors - PCIR = CIR power

Wi-Fi 6E traffic in the air before the Wi-Fi 6E hits - = i
transmission of the UWB preamble UWB preamble PA = Peak amp“tUde

Ll ]

A

@ 6000 1 I _— . :
S I [ 225 = Wi-Fi 6E traffic in the air

& DL ' I =11 200 just before the UWB frame

3 E . — PCIR and PA drop (AGC)

G 21 150 — Affects the properties of the CIR
_ £ — Affects the ToA estimation!

g % - 125
v o | | 100 = Wi-Fi 6E hits UWB early
g £l s — PCIR and PA drop

§; £ (preamble detection delayed)

S - 50

b 0 : @ L 55 = Wi-Fi 6E hits UWB late

-600 -500 —-400 -300 -200 -100 0 100 _, PCIR and PA rise

End of last Wi-Fi 6E packet (us) : o
(accumulation over Wi-Fi 6E packet)
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Mitigating the Wi-FI 6E Impact on UWB

= Wi-Fi 6E hits lead to a distortion of the CIR estimate - . ———
rom the diagnostic registers:

* Likely the reason for the observed ranging errors - PCIR = CIR power
~ twansmission of the UWB preamble  UWB preamble ~ PA = Peak amplitude
z po0o M 225 = Wi-Fi 6E traffic in the air
< 40004, =L 200 just before the UWB frame
o 1 =
n%: 2000 49 o o (| 175 — PCIR and F’Ael#ep%ﬁe@%) constant
o ~ T 21450 — Much less impact on CIR
Y %50 S0 —400 300 -200 -100 o 100 & properties & ToA estimation!
= YilF12s
< 51| 100 = Wi-Fi 6E hits UWB early
E 2 . — PCIR and PA drop
E. o (preamble detection delayed)
“ |t so

3 ) | * Wi-Fi 6E hits UWB late
& EEI}D ~500 -400 -300 -zlpu_ ~100 In 100 22 — PCIR and PA rise

End of last WI-Fi 6F packet {pi) (accumulation over Wi-Fi 6E packet)

| Receiver turned on just before UWB packet (SYNC) I
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Outline

= Open questions & next steps
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Open Questions & Next Steps

* Does UWB traffic also have an impact on Wi-FiI 6E transmissions?
* Yes, although only when UWB are in very close proximity

(@)]

(]

o
1

- expected bandwidth
B achieved bandwidth

Bandwidth (Mbps)
N Ny

o o o o o

™~ m < ] (o]
Distance from the UWB Node (cm)

10
70
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Open Questions & Next Steps

* Could Glossy be used to mitigate the impact of Wi-Fi 6E interference?
By design, it allows a tight synchronization and late wake-up
« Example: disseminating 20.000 packets from node 16 to all other nodes

L0 Avg. flood [eliability 10 PRR of OFFICE nodes
2 ) | N=1
B oAc , - - N A N=2
© 0.5 : o 0.5 N=4
? i =]
0.0 | 1 1 0.0 | | 1
No interf. iperf100 iperf400 g o g g ;;I) g m <r u:

Wi-Fi 6E traffic Node ID
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Open Questions & Next Steps

* Does Wi-Fi 6E interference affect UWB security features?

» Length of the Scrambled Time Sequence (STS)  spo| preamble | sFp | PHR |  Payload

= |EEE 802.15.4z introduced a sequence of SP1 |  Preamble SFD sTS PHR Payload
pseudo-randomly generated pulses using a
shared secret between requester and responder

SP2 Preamble SFD PHR Payload STS

SP3 Preamble SFD STS

« The STS can be inserted at different positions
within the UWB frame (SPO — SP3)

» The number of successful ToA estimates (STR) drops significantly under Wi-Fi 6E traffic
HRR B PRR 1 0— STR

1.0 .
Frame SP1 Frame SP2
0.5 | i 0.5 | h i t L k L L
0.0 i' E ‘ h L L 0.0
64 128 256 512 1024 2048 32 64 128 256 512 1024 2048
STS length STS length
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Takeaway Message

= UWB Systems Strong |y aﬁected - Projected UWB Device Shipment & Total Chip Revenue 2018-2025 .
1, . , .
by Wi-Fi 6E interference
« # of UWB devices will quadruple by 2025 g 15000
- : : N =
- Urgent need for coexistence techniques to 4000 o
avoid severe implications on UWB systems 2000 0 I I o
0.0 - 0.0
» Our results should provide stimuli to the s e
community for further investigation Aot Aces e Others Incluing Smartphane Accessores
02 Ip Revenue

Source: UWB Alliance

= Additional info & references
= H. Brunner, M. Stocker, M. Schuh, M. Schuf3, C.A. Boano, and K. Romer. Understanding and Mitigating the Impact of Wi-Fi 6E
Interference on Ultra-Wideband Communications and Ranging. In Proceedings of the IPSN’'22 Conference. May 2022. (link)

= M. Schuh, H. Brunner, M. Stocker, M. Schuf3, C.A. Boano, and K. Romer. First Steps in Benchmarking the Performance
of Heterogeneous Ultra-Wideband Platforms. In Proceedings of the CPS-loTBench’22 Workshop. May 2022. (link)

= M. Stocker, M. Schuh, H. Brunner, C.A. Boano, and K. Rémer. On the Performance of IEEE 802.15.4z-
Compliant Ultra-Wideband Devices. In Proceedings of the CPS-loTBench’22 Workshop. May 2022. (link)
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