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Who Am [|?

= Assistant Professor at
TU Graz, Austria

* |nstitute for Technical Informatics

(Head: Kay R6mer)

= PhD on Dependable Wireless
Sensor Networking
 TU Graz, Austria

* University of Lubeck, Germany
« SICS & KTH, Sweden
 Politecnico di Torino, Italy

» Networking course with focus

on the efficiency & reliability of

low-power wireless networks
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What’s Next?

* |oT redefines the software challenge
— Environment interactions

— Platform restrictions -

— New architectures '
«(Smart Objects programming: Contiki |
« Gateway programming: Node-red

Tl SensorTags
CC2650

“

Bernhard Markus
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Texas Instruments CC2650 SensorTag

* Development platform powering the Internet of Things
* Cortex-MO RF core
« Cortex-M3 user application core

e Supports BLE and 6LoWPAN
with IEEE 802.15.4 ZigBee

* 10 sensors

= [ et’'s unbox it!
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Texas Instruments CC2650 SensorTag

= [ et’'s unbox it!

Tl SensorTags
CC2650

Small size

1.97 x 2.64 x 0.55 inch
5x6.7x1.4cm
(WxHxD)

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Texas Instruments CC2650 SensorTag

= | et's unbox it!

CC-DEVPACK-DEBUG (Small form-factor XDS110 debugger)

= Several additional development packages

DEVPACK-WATCH (1.3 inches, 96x96 pixel) DEVPACK-LED-AUDIO (4 high-power LEDS)
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H Texas Instruments CC2650 SensorTag

= How will we program
this device?

« Using your notebook (Microsoft Windows required)

T _
ay . =m 4 -

WindOWS®7 Windows 8  NUQEEIZAL

Simply | * Using the provided toolchain
extract https://gitlab.random-circuits.com/toolchains/

- embeddedi/raw/master/ssiol6/toolchain x86.7z
the file =

« If you haven’t downloaded it yet... "

Microsoft Summer School on the Internet of Things (SSloT)
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H Texas Instruments CC2650 SensorTag

= How will we program

this device?

Hands on Contiki OS

Microsoft Summer School on the Internet of Things
July 17 23, 2016

-

"

« Each of you will receive
from us an Handout > ||

1 Getting Started

~

In this

)

Carlo Alberto Boano
choano@tugraz.at

Contiki (http://www.contiki-os.org) is an open-source operating system for the Internet
of Things (
constrained In memory, power, processing power, and communication bandwidth. Hosted on
GitHub (https://github. com/contiki-os/contiki), Contiki is released under a BSD license.

IoT). It is explicitly designed to run on networked hardware devices that are severely

course, you will look at varions Contiki features, such as the low-power IPv6 stack

and the Cooja simulator, and you will learn how to develop simple IoT applications using the
CC2650 SensorTag low-power wireless sensor nodes manufactured by Texas Instruments. These
devices embed an ARM Cortex M3 micro-controller, a 2.4 GHz RF transceiver that is compatible
with the Bluetooth Low Energy (BLE) and IEEE 802.15.4 standards, as well as several sensors

Before starting to learn Contiki, set up vour development environment by following the steps
described below. This tutorial assumes that you have a Microsoft Windows (7 or newer)
operating system installed on your computer. Therefore, please make sure that you are
running the correct Windows distribution or download a Microsoft virtual machine from
https://developer.microsoft.com/en—us/microsoft-edge/tools/vms/.

1.1 Download the Eclipse Toolchain

Donwload the Eclipse tool-chain from https://gitlab.random-circuits. com/toolchains/
embeddedi/raw/master/ssiol6/toolchain_x86.7z. This tool-chain embeds the Contiki
source code and all necessary compilers and tools into the Eclipse IDE for a more comfort-
able programming experience. The file is compressed using 7-Zip: if you do not have it in-
stalled on your computer, you can download it from https://gitlab.random-circuits. com/
toolchains/enbeddedi/raw/master/ssiol6/7-ZipPortable.zip. Extract the toolchain_
x86.7z zip file on your notebook in a folder whose path does not contain spaces. You should
= _ N M 3

L 1o

Microsoft Summer School on the Internet of Things (SSIoT)
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Agenda

= QOverview of Contiki

* Programming basics
. Kernel & protothreads >
 Processes & events

= Code examples

N
= Building applications with Contiki
and the Tl CC2650 SensorTags .
« Basic sensing
« Wireless communication )

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Agenda

= Qverview of Contiki

* Programming basics
. Kernel & protothreads >
 Processes & events

= Code examples

N
= Building applications with Contiki
and the Tl CC2650 SensorTags .
« Basic sensing
« Wireless communication )

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Overview of Contiki
b contiki os

Web Images Videos Maps MNews Explore

4 610 000 RESULTS Date - Only English - Region -

Contiki: The Open Source OS for the Internet of Thing‘l

contiki-os.org -

Why Choose Contiki? Contiki is an open source operating system for the Internet of
Things. Contiki connects tiny low-cost, low-power microcaontrollers to the

» Open-source (BSD license)
» OS based on C (plus protothreads)
» Supports many embedded platforms

» Internet connectivity

[ Very first OS with Internet connectivity for platforms with limited resources J

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Contiki — History

= Contiki derives his name from “Kon-Tiki”, the
rudimental raft that sailed the Pacific Ocean in 1947

THOR HEYERDAHTLS

4 o
g RO
g
-

Kon-Tiki Museum, Oslo, Norway

http://en.wikipedia.org/wiki/Kon-Tiki Movie by RQ)nning & Sand berg

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Hands-on Tutorial on Contiki
Contiki — History

* Long debate among anthropologists

“Could people from South America have
settled in Polynesia in pre-Columbian times?”

\
.' 5 p
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’ \ e \
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\ ’
oyager.c picol 11.3/04/T dahl+i+Kon-Tiki+1950

hor Heyerdahl & his crew

e Departure: Callao, Peru |
28.04.1947 ‘

oot gt &
1 © Australia

PRI Y

Arrival: Raroia, Tuamotu

07.08.1947 (after 101 days)
Everybody survived!

Microsoft Summer School on the Internet of Things (SSloT)
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Contiki — History

» 1947: Thor Heyerdahl and his crew surf the
ocean using a rudimental raft (Kon-Tiki)

= 2001: Contiki is the first OS that can
surf the Web with minimal resources

« 2 kB RAM and 40 kB ROM

Commodore 64 |

In the late 90’s existing Web browsers had pompous names to surf the Web

Navigator Explorer Konqueror
_ g P q Y

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Contiki — History

= 2001: Contiki embeds ulP, the world’s smallest
open source, RFC-compliant TCP/IP stack
* Developed by Adam Dunkels at SICS

« Size (Code | RAM): 5 kB | 2 kB (typical);
3 kB | 128 B (minimum)

= 2003: Contiki v1.0 released to the public
* Includes port to early WSN platforms

ScatterwebESB

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Contiki — History

» 2003-2016: New features & support to many platforms
« 8, 16, and 32 bits MCUs
« Typically based on IEEE 802.15.4 and BLE radios
« Battery powered
« RAM: 4-10s kB
« ROM: 10-100s kB
« Sensors & Actuators

TI CC2650
SensorTag

So et

«« O i o
S8 G
LT
3
®

MicaZ TelosB/Tmote Sky Atmel Raven Zolertia Z1

Full list at http://www.contiki-os.org/hardware.html

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016


http://www.contiki-os.org/hardware.html

Hands-on Tutorial on Contiki -Ela".

Contiki — Today

» Used both by Academia and Industry
 Lots of papers referring to it (~2000 citations)

https://scholar.google.com/scholar?bav=on.2,or.r_cp.&bvm=bv.126130881,d.ZGg&biw=1920&bih=953&dpr=1&um=1&ie=UTF-8&Ir&cites=12052889812843150881

« More and more commercial products
* Brings standards to the most constrained devices

e -

5
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Contiki — Today

= Example of IoT applications built upon Contiki
« Multiple hops to cover large areas
« Low-power for battery-powered scenarios
* Nodes are interoperable and addressable using IPv6

= Smart Cities

© Traffic lights
- Parking spots
Public transport
= Street lights

% Smart metering

Light bulbs
Thermostat

Power sockets

CO2 sensors

Door locks

Smoke detectors
Building Automation |

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Contiki — Today

= Large community
* Led by Adam Dunkels (Thingsquare, formerly SICS)

« 11 maintainers (Thingsquare, SICS, Bristol
University, Inria, Zolertia, CETIC, ...)

e 141 contributors, ~2000 followers, many more users

« Welcomes contribution from you all ©
https://github.com/contiki-os/contiki

= Not the only IoT OS of this kind

TiNnyOS CR'OT

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Main Features

= Among others...

« Hybrid threading model
(protothreads)

 |Pv6 / RIME network stacks

« Power profiling (Energest)

* File system (Coffee)
« DBMS (Antelope)

 Simulators
(COOJA, MSPsim)

READ) /

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Main Features

* |Pv6 networking stack
« ulP: World’s smallest, fully compliant TCP/IP stack |
« Supports unicast, multicast, TCP, UDP, ICMP RERD) |

= COOJA Simulator

 Cross-level Java-based simulator

« Simplifies development & debugging

« Emulates different platforms (motes)

« Adding nodes, changing TX range...

D:
64: 0 41C8FECD ABFFFFO3 03030003 74120041 GOOOOWO
64: 0x41C ﬂ:ECD AB:FFFO’_'! 03030003 74120041 sooooooo
64:
64:

xd
1cm AWFFFO? 03)30003 120041 60000000
3 64: Ox 1C8FECD ABFFFFO3 03030003 74120041
3 - 64 0Ox41C8FECD ABFFFFO3 03030003 74120041 60000000
3 : Ox 41C$E(0 ABFFFFO3 03030003 74120041

* Radio status, ongoing packets

Timeline showing 41 motes
es

« Serial output of motes (printf ()) ‘ S

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Agenda

= Programming basics
. Kernel & protothreads >
 Processes & events

= Code examples

N
= Building applications with Contiki
and the Tl CC2650 SensorTags .
« Basic sensing
« Wireless communication )

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Contiki Kernel and Protothreads

Y

= The Contiki kernel Is event-based

Handler
Wait for interrupt )
Handler
Run interrupt handler —
IS

Handler

Call kernel and applications

Sleep Handler

R

* Three types of events
1. Timer events
2. External events (e.g., hardware interrupts)
3. Internal events (e.g., inter-process communication)

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Contiki Kernel and Protothreads

= Event-driven programming
IS not straightforward!

Event-driven approach — Not all programs easily
expressible as state machines

(unstructured code flow\ )
Handler — Many pitfalls

———— (example: recursive callbacks!)

—

Handler

— Memory efficient
(same stack for all processes)

— Low context switching overhead

— No preemption possible
Handler

. ) — No need for locking mechanisms

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Contiki Kernel and Protothreads

= Event-driven programming
IS not straightforward!

» Using threads would be much easier!

Event-driven approach Multithreaded approach
4 A N ( N( \
unstructured code flow Thread Thread Thread sequential code flow
—
T -
Handler l
L ) N AN AR AN J

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Contiki Kernel and Protothreads

= Event-driven programming
IS not straightforward!

» Using threads would be much easier!

— Suitable for long computations
— Preemption is possible

— Locking mechanisms required
(reentrant code needed)

— High memory consumption m

(each thread has its own stack,
typically over-provisioned)

— Large code overhead

Microsoft Summer School on the Internet of Things (SSIoT)

Multithreaded approach

Thread

1

4

~

Thread

. .
Thread | sequential code flow

- ——

VA \_ J

Kazan, Russia - 7/7/2016
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Contiki Kernel and Protothreads

= Protothreads provide sequential flow of control
on top of an event-based kernel

* Programming abstraction combining the advantages of
event-driven systems and multithreaded systems

 Significantly simplify event-driven programming

Stackless
L Protothreads run on the same stack

Thread-like Construct
Simple sequential flow of control

Microsoft Summer School on the Internet of Things (SSloT)

Low memory usage ]

Context switching by stack rewinding ]

No explicit state machine

(&
‘ (
-
-
(&
(
(&

Blocking-wait semantic

Sequential code structure

http://muneebali.com/pubs/dunkels06protothreads. pdf

Kazan, Russia - 7/7/2016
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Protothreads

= Example: conditional blocking wait

int a protothread(struct pt *pt) {
|:> PT_BEGIN (pt) / |

PT WAIT UNTIL(pt, conditionl) ;-

if (something) {
PT WAIT UNTIL(pt, condition2);

}

|_> PT END (pt) ; |

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016



Hands-on Tutorial on Contiki -Ela".

Protothreads

= Example: conditional blocking wait

int a protothread(struct pt *pt) {

PT_BEGIN(pt);
Protothread
blocked until

|:> PT WAIT UNTIL (pt, conditionl) Q Q <:| condition is true
e ——

if (something) {

4

PT WAIT UNTIL(pt, condition2);

DI

}

PT END (pt) ;
}

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Protothreads

= Conditional blocking walits
+ PT_WAIT_UNTIL (pt, condition®)

The protothread is blocked until the statement evaluates to true

« PT_WAIT_WHILE (pt, condition*)

The protothread is blocked while the statement evaluates to true

* Yielding a protothread

 PT_YIELD (pt)
Yield the protothread, thereby allowing other
processing to take place in the system

-

"

= Main limitation

TRIPPING
HAZARD

« Stack information lost across blocking calls

AN

 Workaround: use static rather than automatic variables!

~

Microsoft Summer School on the Internet of Things (SSIoT)

Kazan, Russia - 7/7/2016
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Contiki Processes

= Contiki processes are implemented using protothreads

« PROCESS_THREAD (name, events, data)
— Defines a new process

PROCESS_BEGIN() and PROCESS END()
— Enclose the process in its declaration

PROCESS WAIT EVENT()
— Wait for a new event to be posted to the process

PROCESS WAIT _EVENT_UNTIL (condition c)
— Wait for an event to be posted with an extra condition
— May be an hardware interrupt (e.g., button) or an expired timer

PROCESS_ YIELD()
— Wait for a new event to be posted to the process

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Example: Hello World!

= Simple process that prints "Hello World!" to stdout

[ Define a new process ]
PROCESS_THREAD (name, events, data)

PROCESS THREAD(hello_world_p, ev, data) {
PROCESS_BEGIN();

printf("Hello world\n");
[ Enclose the process ]

while(1) {
EES&E@@;EES‘ON 0 } PROCESS WAIT_EVENT(); q N Q
e Wait for an event to be PROCESS_END(); Waits
posted to the process } forever!

PROCESS_WAIT_EVENT()

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Agenda

= Code examples

N
= Building applications with Contiki
and the Tl CC2650 SensorTags .
« Basic sensing
« Wireless communication )

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Walk Through the Code

= Base directory

* core:. processes, protothreads, timers, file system,
network stacks (core/net)

« cpu: microcontroller-specific code
(e.g., msp430, cc26xx-ccl13xXx)

| apps Orchestra: added support for RPL non-storing mode a month ago
| core Merge pull request #1723 from gebart/priieee802154-addr-mode-bugfix 3 days ago
| cpu Merge pull request #1753 from g-oikonomou/bugfix/cc26xx/missing-include 8 days ago
i dev Merge pull request #1673 from njh/enc28j60_init_const a month ago
| doc Fix doxygen warning 4 months ago
i examples Border router: include RPL links in HTTP reply when non-storing mode ... 9 days ago
i lib/newlib Implement generic Mewlib syscalls T months ago
i platform Merge pull request #1730 from groessler/something_to_pull 2 days ago
B regression-tests Incorporate latest changes on rpl tests to 23-rpl-non-storing a month ago
| tools Merge pull request #1730 from groessler/something_to_pull 2 days ago
E) Makefile include Extended SOURCEDIRS variable with EXTRALDIRS variable in Makefile.inc... 5 months ago

() GitHub https://github.com/contiki-os/contiki

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Walk Through the Code

= Base directory

TARGET=platform

when compiling

* platform: specific board drivers

(e.g., c64, micaz, sky, z1, srf06-cc26xx)

« Each platform has a contiki-conf.h containing all

definitions of Contiki settings for the specific
contiki-main.c containing the main loop

contiki / platform / srf06-cc26xx /

Branch: master =

i comman Extend the flash driver to support the MX25R1635F

i launchpad Merge pull request #1665 from g-oikonomou/contrib/cc26xx-bsl

i sensortag Fix i2c bug in sensortag flatform

i srf06 Merge pull request #1684 from g-oikonomou/contrib/cc26:o¢/aux-ctrl-and. ..

E) Makefile srf06-cc260 Add support for SmarfRF06 + CC1310EM

README.md Extend documentation to include the CC1310 LaunchPad
contiki-conf.h Disable CC2650_FAST_RADIO_STARTUR by default

contiki-main_c

M [ @9 |

CC26:x¢ always request HF crystal oscillator at radio onf()

platform and a

Find file = History

2 months ago
a month ago
a month ago
a month ago

11 months ago

2 months ago
11 days ago

9 days ago

() GitHub https://github.com/contiki-os/contiki

Microsoft Summer School on the Internet of Things (SSIoT)

Kazan, Russia - 7/7/2016
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Walk Through the Code

= Base directory
» dev: specific radios and sensors (e.g., cc2420, cc2520, shtll)
* tools: bootstrap loaders, COOJA, MSPsim, serialdump, ...
* examples: collection of example apps (e.g.,lhello-world

/

Branch master +  contiki / examples / hello-world / Create new file  Find file  History
E) Makefile Cleanup of the Contiki network layer configuration. Mow using CONTIKI. .. 2 years ago
E) README.md Change the default IPvE prefix from aaaa::/64 to fd00::/64 4 months ago
E) hello-world-example.csc Fix CSC & XML export to match _gitattributes 9 months ago
E) hello-world.c Removed all old RCS tags in the Contiki source tree. Those RCS tags a... 4 years ago

() GitHub https://github.com/contiki-os/contiki

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Example: Hello World!

= A Contiki application is typically a folder with:

 C files with application code
* Makefile

* [Optional] custom configuration file ("project-conf.h")
« [Optional] custom Cooja simulation file ("*.csc")

Branch master +  contiki / examples / hello-world / Create new file  Find file  History
E) Makefile Cleanup of the Contiki network layer configuration. Mow using CONTIKI. .. 2 years ago
E) README.md Change the default IPvE prefix from aaaa::/64 to fd00::/64 4 months ago
E) hello-world-example.csc Fix CSC & XML export to match _gitattributes 9 months ago
E) hello-world.c Removed all old RCS tags in the Contiki source tree. Those RCS tags a... 4 years ago

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Example: Hello World!

» Cfile: hello-world.c

#include "contiki.h" // Contiki core
#include <stdio.h> // Necessary for the printf

// Declare the process

PROCESS (hello world process, "Hello world process");
// Make the process start when the module is loaded
AUTOSTART PROCESSES (&hello world process);
// Define the process code
PROCESS THREAD (hello world process, ev, data)
{

PROCESS EXITHANDLER() // Cleanup code (if any)

PROCESS BEGIN (),

printf ("Hello world!\n") ;

while (1) {

PROCESS_WAIT EVENT () ;

}
PROCESS_END () ; PROCESS_BEGIN and PROCESS_END

} always delimit a process!

Microsoft Summer School on the Internet of Things (SSloT) Kazan, Russia - 7/7/2016
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Example: Hello World! )
TARGET=sky €
= Makefile T
latt
ffziigeéﬁig;; o TARGET=srf06-cc26xx ’z
TARGET=. .. « BOARD=sensortag
endif \ J

# Name of the .c file containing the main application
CONTIKI_ PROJECT = hello-world

# What to compile
all: $(CONTIKI_PROJECT)

# Upload
upload: $(CONTIKI PROJECT) .upload

# Path to custom configuration file
CFLAGS += -DPROJECT_ CONF H=\"project-conf.h\"

# Additional source files to be compiled (if any)
#CONTIKI TARGET SOURCEFILES += library.c

# Path to main Contiki folder
CONTIKI = ../..

# Include Contiki makefile
include $ (CONTIKI)/Makefile.include

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Example: Hello World!

= Custom configuration file: project-conf.h

#ifndef PROJECT CONF H
#define PROJECT CONF H

// Disable button shutdown functionality
#define BUTTON_SENSOR_ CONF ENABLE SHUTDOWN 0

// Any other configuration

#endif

We will learn more configuration
settings in the next chapters

Microsoft Summer School on the Internet of Things (SSloT) Kazan, Russia - 7/7/2016
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Example: Hello World!

t COM1Y - Tera Term VT

File Edit 5Setup Centrel Window KanjCeode Help
Starting Contilei-3.0
With DriverLib v0.43243

Met: sicslowpan
MAC : CSMA
ROC: ContikiMAC, Channel Check Interwval: 16 ticks
RF: 2h
Hello, warld
|

[ Let’s add complexity to our code! }
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Timers in Contiki

= Etimer

» Active timer, sends an event when it expires

Declaration of timer

— static struct etimer et;

Activate and deactivate the timer
— etimer set (&et, AMOUNT OF TICKS);

— etimer stop(&et);

Set AMOUNT OF TICKS as a function of CLOCK SECOND

Keep track of expirations
— etimer pending(); // Is there a non-expired event?

— clock time t next expiration time();

contiki\core\sys\etimer.h
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Example: Periodic Hello World!

* Printing "Hello World!" every two seconds
« Using an etimer

#include "contiki.h"

#include <stdio.h>

PROCESS (hello world process, "Hello world process");
AUTOSTART PROCESSES (&hello world process) ;

PROCESS THREAD (hello world process, ev, data)

{

PROCESS_EXITHANDLER ()

PROCESS_BEGIN() ; We add an etimer that
static struct etimer et; fires every second
while (1) {

etimer set(&et, (CLOCK_SECOND*2)) ;
PROCESS WAIT EVENT UNTIL (etimer expired(&et));
printf ("Hello world!'\n"); J

} We wait for the

: -
PROCESS_END () ; timer to expire!
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Timers in Contiki

= Ctimer

» Active timer, calls a function when it expires

» Declaration of timer and callback
— static struct ctimer timerl;

— static void ctimerl callback(void *ptr)

}

* Activate and deactivate the timer

— ctimer set(&timerl, AMOUNT OF TICKS,
ctimerl callback, NULL);

— ctimer stop(&timerl);

¢ Set AMOUNT OF TICKS as a function of CLOCK SECOND

contiki\core\sys\ctimer.h
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Example: Periodic Hello World!

* Printing "Hello World!" every two seconds
« Using a ctimer
#include "contiki.h" [ ctimer }

#include <stdio.h> declaration

static struct ctimer timer; <«

static void tout cback(void *ptr) { _
printf ("%s", (char *) ptr); ctimer
ctimer set(&timer, EXPIRATION, tout cback, ptr); callback

}

PROCESS (hello _world process, "Hello world process");
AUTOSTART PROCESSES (&hello world process);
PROCESS THREAD (hello world process, ev, data) ({ [ ctimer activation ]
PROCESS EXITHANDLER ()
PROCESS BEGIN() ; x///
ctimer set(&timer, CLOCK SECOND*2, tout cback, "Hello world!\n");
while (1) {
PROCESS WAIT EVENT () ;

}
PROCESS_END () ;



Hands-on Tutorial on Contiki 1-_9

Example: Periodic Hello World!

* Printing "Hello World!" every two seconds
« Using an etimer

#include "contiki.h"
#include <stdio.h>

int counter = 0;

PROCESS (example timers, "Example timers process");
AUTOSTART PROCESSES (&example timers) ;
PROCESS THREAD (example timers, ev, data) {
PROCESS_EXITHANDLER ()
PROCESS BEGIN() ;

static struct etimer et;

while (1) {
etimer set(&et, (CLOCK_SECOND*2)) ;
PROCESS_WAIT EVENT UNTIL (etimer expired(&et));
printf ("Hello world! (%d)\n", ++counter);

}
PROCESS_END () ;
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“ Example: Periodic Hello World!

'__ Tera Term - [disconnected] VT

ESREERT)

.'::.-Hur IJ'

o wor |d!
o wor |d!
o wor ld!
o wor ld!

O Wor | [j l
O Wor | [j l
O Wor | [j l
O Wor | [j l
O Wor | [j l
O Wor | [j l
O Wor | [j l
O Wor | [j l
O Wor | [j l
O Wor | [j l

;:: wor | d!
o wor ld!

Eile  Edit Setup Control  Window KanjiCode Help

l i ::I

( 10 )
(11 ;:'

(13

(1 4 |
(10
(16)
(17)

Microsoft Summer School on the Internet of Things (SSIoT)
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Data types

* Integer numbers

* 8 bits signed and unsigned: int8 t, uint8 t
« 16 bits signed and unsigned: int16 t, uintl6 t

« 32 bits signed and unsigned: int32 t, uint32 t
4

int: 32 bits signed
long: 32 bits signed

"

-

int: 16 bits signed
long: 32 bits signed

"

* Booleans, characters and strings

 No Boolean and string data type
* char is 8 bit
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Hands-on Tutorial on Contiki Graz
Agenda

] N
: >

) ./
. . . . . . . \

= Building applications with Contiki

and the Tl CC2650 SensorTags .

« Basic sensing
* Wireless communication )
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Getting Started

* Preliminary steps

1. |Install Flash RF Programmer
= Download from

https://qgitlab.random-
circuits.com/toolchains/embeddedi/raw/master/ssiol6/insta
llers/Setup_SmartRF_Flash_Programmer_2-1.7.3.exe

Main Info Page | MAG Address

| || Fiasnimage(s)

Smart ™Flash Programmer 2 v 173

[ st o g s . ==

SmartRF Flash Welcome to the Install Wizard for
Programmer SmartRF Flash Programmer 2

The Install Wizard will install SmartRF Flash Programmer 2 on
your computer. To continue dick next.

Low Power RF

BT s

= Open SmartRF

Flash Programmer
and click on the
CC2650

-

Selected farget(1):

@ snge Browse = =
© Mutiple: ‘ [T pisable [V] keep
[Bome B

Flash lock
7] wite-protect pages
L fac

Actions Secondary MAC Adare
Flash Address [EEE 802

State: Normal access

o —
Flash Address BLE: 0xi
Retain secondary £
[——
pages.
5, Verty wihCRC check, Kesp CCFG
PETS

Flash size: 128 KB

Ramsize: 20 KB.
Chip revision: 22

Package size: Tx7

Microsoft Summer School on the Internet of Things (SSIoT)
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ﬁ Getting Started

* Preliminary steps

1. You may be asked to update the firmware

= |f the Windows Update fails, select the
driver manually:

[ N ‘—‘—lg: = I
@Qv| ./ » Computer » Local Disk (C:) » Program Files (x86) » Texas Instruments » SmartRF Tools » drivers » XD5110 » - | 4 | | Search XD5110 2 |
Organize * ﬁ Open = Print Mew folder =~ @
¢ Favorites “ | MName . Date modified Type Size
Ml Desktop ‘ﬂ . amdad 01/07/201617:15 File folder
& Downloads . 386 01/07/201617:15 File folder
| Recent Places =4 xds110_debug.cat 01,/06/2016 20:40 Security Catalog 11 KB
|.g, xds110_debug.inf 01/06/2016 20:40 Setup Information 5KB
4l Libraries =4 xds110_ports.cat 01/06/2016 20:40 Security Catalog 9KB
@ Documents 4 | xds110_ports.inf 01/06/2016 20:40 Setup Information 3KE
i il Git
I Bonmio 22
E  xds110_debug.nf Date modified: 01/06,/2016 20:40 Date created: 01/06,/2016 20:40
fCad Setup Information Size: 4,38 KB
e |

C:\Program Files (x86)\Texas Instruments\SmartRF Tools\drivers\XDSllO

Microsoft Summer School on the Internet of Things (SSIoT)
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Getting Started

* Preliminary steps

2. Open Eclipse

* Run launcheclipse.bat
(and switch to C/C++ mode)
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Getting Started

* Preliminary steps

3. Import Contiki in Eclipse

» File - Import - EXxisting projects into workspace
= Select contiki from toolchain’s root folder

= c/c++ - Edlipse Pla
Edit Source Refactor Navigate Search Project Run  Window Help

File

LE

New Alt+Shift+N »
Open File.

Close Ctrl+W
Close All Ctrl+Shift+W
Save Ctrl+5
Save As...

Save All Ctrl+Shift+5
Revert

Move...

Rename... F2
Refresh F5
Convert Line Delimiters To 4
Print... Ctrl+P
Switch Workspace 3
Restart

Import...

Export...

Properties Alt+Enter

1 helle-world.c [fdg]

2 hello-world.c [ewrre]

3 helle-world.c [hello-world]
4 Makefile [hello-world]

Exit

G 0 Q!

<‘)==:> - =7

Select

Creates a new Makefile project in a directory containing existing code

Select an import wizard:

| type filter text

[ = General
4 (= CfC+t
[€] C/C++ Executable
&% CfC++ Project Settings
|[6] Existing Code as Makefile Project |
b B CVS
b = Install
I (= Plug-in Development
4 [= Run/Debug
°°A Breakpoints
&‘ Launch Configurations
[ = Team

(| ® < Back Mext = Finizh

Microsoft Summer School on the Internet of Things (SSIoT)
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E Getting Started

* Preliminary steps

typefiltertet

» Resource

Builders

C/C++ Build

4 C/Co+ General

b Code Analysis

Documentation
File Types
Formatter

Indexer
Language Mappings
[Paths and Symbols|

Project References
Refactoring History
Run/Debug Settings

4. Update path and symbols of the imported Contiki project
* Project - Properties - C/C++ Builder - Path & Symbols

= Main folder: contiki-settings.xml

Paths and Symbols

Preprocessor Include Pc

e

(2 Includes | # Symbols | = Libraries | > Library Paths | C2 Source Location | (£2 Output Location | + | »

Languages Include directories
Assembly
GNU C
GNU C++

5 Import Settings... | | 5 Hlort Settings..

(@ "Preprocessor Include Paths, Macros etc.” property page may define additional entries

—

= Import Settings...

O L e = = — 5
! VE | & Properties for con ‘ @] = |
Kabdhidg [ Project Explorer 52
type filter text =
B rrrr— + [Bucontiv N [=la] = ]
b @l Includes b hesouice
» > apps Builders
» B core i C/C++ Build Manage Cenfigurations...
Add. b = cpu 4 C/C++ General Import C/C++ project settings
b = dev » Code Analysis
Edit...
» = doc Documentati (2 Output Location | [ *
Delete File T Settings file
4 = examples e Types
= o antelope Farmatter ‘ Add...
T b (= cc2530dk ” Indexer [r——
- =
Move Down " B ce238dk e Open g
: b= ce2bu —~ M P e
b (@ collect uOv‘ . » toolchain_®4 L bio\cham 3 - | 3 | | Search to:Eham § yel |
b (= eeprom-test —
b = email Organize » New folder > 0 @
b errest-eample Name : Date modified Type Size
b (= example-shell W Faverites bt
4 j= sample-timers B Desktop 1 bin 30/06/2016 15:35 File folder
(&= obj_native 1 Downloads @ contiki 07/07/2015 10:08 File folder
b (= obj sky %) Recent Places || eclipse 09/07/2016 03:40 File folder
bj_srf06-cc26;
[ obj_sr06-ccibne L 03/07/2016 20:20  File folder
1 if] example-timers.c o =
. [B project-conf.h 4 Libraries |1 scripts 02/07/2016 20:29 File folder |
b [g symbols.c [ Documents J! tools 30/06/2016 18:03 File folder ]
b [B symbols.h )l Git __| contiki-settings.xml 30/06/2016 15:32 XML Document 3KE| =l
contiki-sky.a & Music ]
contiiseymap = Pictres
Subversion —
o § o = "
———————— i File name: contiki-settingsxml -

Microsoft Summer School on the Internet of Things (SSIoT)
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Getting Started

* Preliminary steps

5. Install TeraTerm
* File = Import - Launch Configuration - TeraTerm.launch

< Import (=15 ] £ Import Launch Configurations E‘M

Select

N DYl Import Launch Configurations ™
Import launch configurations from the local file system. | E ﬁ I [
-

Impert launch cenfigurations from the local file system

Select an import wizard:

fil
beeflterted From Directory: C:/Users/Boanc/Desktop/Final Russia/toolchain/launche

[» (= General
4 (= C/Ce+ [¥] = launcher| |=| TeraTerm.launch
[E] C/C++ Executable -
&8 C/C++ Project Settings
Existing Code as Makefile Project
b = CVS
> (= Install
[» (= Plug-in Development
4 [= Run/Debug
o5 Breakpoints

|% Launch Configurations|
> = Team

[ Overwrite existing launch configurations without warning.

@ < Back Next > Einish ® Next > [ Eih i ’ Cancel
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Getting Started

* Preliminary steps
6. Importthe ssiot 2016 folder

File Edit Source Refactor Mavigate Searc
;ﬁTJ'L IJ|?§-}T{E‘T@I‘E‘I@T

[ Project Explorer 52 & ¥
7. Openthe hello-world N -
[+ contiki

project example and inspect 4 (5 ssiot_2016
the files in the folder i = example_leds_buttons

e hello-world.c
* Makefile

b = example_sensors

> [E? hello-world

—— o Er

= hello-world_etimer

5_communicationi

* project-conf.h
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Compiling & Running

= Application code is ready! What's next?

= Compile it for a specific target platform
« Same name asin contiki/platform

* S make TARGET=sky

* S make TARGET=srf06-cc26xx &.

* S make TARGET=z1

e S make TARGET=micaz

Target platform usually embedded in the Makefile

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Compiling & Running

= Create Make Target i u
= Example: compiling hello-world
Make Target
[#] Same as the target name
|* Problems J=| Tasks B Console 32 [] Properties Make target: | |
CDT Build Consale [contiki] Build Command
. . . E o Usebuildersettings
12:29:52 **** Build of configuration Default for project contiki *++* B o
mak_e all ul command: | make
CC wod e fopufec2Bu/ L fieee-addr. c Build Settings
AR contiki-srf@6-cc26xx.a [¥] stap on frst build error
cC Lo Jepufec2Bx/ . /fault-handlers.c Ll s
cc wod o fopufec2B/lib/fco2Bxware/ startup_files/ccfg.c
cC oo fepufec26xx/lib/ cc26xxware/startup_files/startup_gecc.c
CcC hello-world.c [ ok ] [ Conea
LD hello-world.elf

r ™
& Modify Make Target |

4 . . .
Cleaning compiled files
Target name: | clean|

* S make clean

Same as the target name
Make target: | clean

'ﬁ_ Problems J=| Tasks B Console 52 | [] Properties e
CDT Build Censole [first-test] [llcbysestine
11:88:82 **** Clean-only build of configuration Default for project first-test **+* Build command: | make
make clean Build Settings
using saved target 'srf@6-cc2éux’ [7] Stop on first build error
rm -T *~ *core core *.srec [¥] Run all project builders
*, 1st *.map \
*_cprg *.bin *.data contiki*.a *.firmware core-labels.S *.ihex *.ini oK

\ *.ce *.co L /
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Compiling & Running

= Simulate application in COOJA

* 5 make TARGET=cooja CONTIKI PROJECT
(Opens a new simulation of current project)
$ make TARGET=cooja FILENAME.csc
(Opens an existing simulation file)

My simulation - Cooja: The Contiki Network Simulator
File Simulation Motes Tools Settings Help

& Create Make Target

]

Target name: | Cooja

Make Target
[] Same as the target name

Build Command
Use builder settings

Build command: | make
Build Settings

Stop on first build error
Run all project builders

Make target: TARGET=ccoja hello-world-example.csc

oK

J |

Cancel ]

o= Outline Make Target i3

= O

CEOE YR R

= eeprom-test
= email
[ [ er-rest-example
= example-shell
[ = example-timers
= extended-rf-api
= ftp
4 = hello-world
= ohj_micaz
= ohj_sky
= ohbj_srf06-cc2bxx
all
clean
|(@) cooja|
motelist
upload
= http-socket
= iphd-router
b= ipvd

-

m

=) Network [mE5)[O)] Simulation control (=J{g)(x)
View Zoom Run Speed limit
art Pause tep Reload
Time: 00:07.737
Speed: 40.76%
) Mote output =Bx)

File Edit View

Time ms | Mote |Message |
— T
1270 ID:32 MAC 00:12:74:20... A

1275 10:23 IPv6 addresses:...
1279 I0:32 CSMA ContikiMAC...
1282 I0:23 fe80::212:7417:...
1295 I0:32 Tentative link-...
1298 ID:32 Starting ‘Unica...
1308 1D:32 IPv6 addresses:...
1314 10:32 fe80::212:7420:... |¥/
Filter:
@ Radio messages: 123 messages seen @@
File Edit Analyzer Payload
Time From | To Data |
631U 3 = B4 UXAIUEFECD ABFH o A
6313 3 64: Ox41C8FECD ABFFFFO3 03030003 74120041 60000000. ..
6317 64: Ox41C8FECD ABFFFFO3 03030003 74120041 60000000, . .
6320 3 64: Ox41C8FECD ABFFFFO3 03030003 74120041 60000000. ..
6323 3 64: 0x41C8FECD ABFFFFO3 03030003 74120041 60000000. ..
6326 3 64; Ox41C8FECD ABFFFFO3 03030003 74120041 60000000. ..
6329 3 64: Ox41C8FECD ABFFFFO3 03030003 74120041 60000000. ..
6333 3 64: Ox41C8FECD ABFFFFO3 03030003 74120041 60000000... |¥

Microsoft Summer School on the Internet of Things (SSIoT)

Timeline showing 41 motes
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Compiling & Running

» Example: hello-world-example.csc

F ™
| £| Hello world example - Cooja: The Contiki Network Simulator @M

File Simulation Motes Tools Sefings Help

(=] Simulation control S=E3 [~

Run Speed limit View Zoom

Start . Pause Step . Reload -
Time: 01:01.753

Speed: —

(=] Mote output Q@@

File Edit View

Time | Mote | Message

00:00.506 ID:2 Rime started with address 0.18.116.2.0.2.2.2

00:00.514 ID:2 MAC 00:12:74:02:00:02:02:02 Contiki-3.0 started. Node id is set to 2.

00:00.5%23 ID:2 nullsec CSMA ContikiMAC, channel check rate £ Hz, radioc channel 26, CCA threshold -45
00:00.534 1ID:2 Tentative link-local IFvf address fe80:0000:0000:0000:0212:7402:0002:0202

00:00.536 ID:2 Starting "Hello world process'

00:00.537 ID:2 Hello, world

00:00.652 ID:1 Rime started with address 0.18.116.1.0.1.1.1

00:00.660 ID:1 MAC 00:12:74:01:00:01:01:01 Contiki-3.0 started. Node id is set to 1.

00:00.669 ID:1 nullsec CSMA ContikiMAC, channel check rate £ Hz, radioc channel 26, CCA threshold -45
00:00.680 1ID:1 Tentative link-local IFvf address fe80:0000:0000:0000:0212:7401:0001:0101

00:00.682 ID:1 Starting "Hello world process'

00:00.683 ID:1 Hello, world

Filter:
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Compiling & Running

= Uploading the program on real hardware
* S make CONTIKI PROJECT.upload [MOTES=xxx]

* 5 make upload [MOTES=xXX]
(if target and upload are specified in the Makefile)

= Create Make Tam u I* Problems =) Tasks [ Console 52 |[T] Properties

CDT Build Console [contiki]
Target name:  upload Texas Instruments SmartRF Flash Programmer 2 v1.7.3-windows
Make Target Start flash erase ...
[¥] Same as the target name 0K
Reset target ...
Make target: | upload

OK
srfprog -t 'lsidx(@)’' -e all -p 'epfw(@)' -v rb -f hello-world.hex -a ©x@

A ST Texas Instruments SmartRF Flash Programmer 2 v1.7.3-windows

Use builder settings

Reading file: hello-world.hex.
Start flash erase ...

OK

Start flash programming ...

Build command: | make

Build Settings
Stop on first build error

[ Run all project builders CC-DEVPACK-DEBUG
« Green light: connected and ready
o [ conca ] |+ Red light: currently programming )
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=

Compiling & Running E— =

[E— Ecﬁ 1 TeraTerm

= Capturing serial output

* Run - External Tools = Teraterm

Run As 3
External Tools Configurations...

Organize Favorites..,

-

 Select the COM port “XDS110 Class Application/User UART”

Y Tera Term - [disconnected] VT

File Edit Setup Control Window KanjiCode Help

I Tera Term: New connectic I

TCPIP myhost.example.com

History
Telnet 22

SSH SSH2

Other
UNSPEC

@ Serial Port: [COM3: Intel[F] Active Management Te ~

COM3: Intel[R] Active Management Technology - SOL [COM3]

CoMs
COMS: H5321 gw Mobile Broadband Device Management [COMS5]
COMG: H5321 gw Mobile Broadband GPS Port [COMB
COM77: XD5110 Class ApplicationfUser UART
COM78: ¥XD5110 Class Auxiliary Data Port [COMT78)

Microsoft Summer School on the Internet of Things (SSIoT)
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Compiling & Running

» Example: hello-world
[ 4 COMS3 - Tera Term VT |ﬂlﬁ1

Eile Edit Setup Control Window KanjiCode Help

The print£ () is only executed once!
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ﬁ Compiling & Running

= Reset button
* Contiki reboots

* Previous execution is stopped

 Content of variables not saved

4 COMIT7 - Tera Term VT e B [

File Edit Setup Control  Window  KanjiCode Help

Interval: 16 ticks

Holio. morld
|
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[ @ Tera Term - [disconnected] VT e

" example etimer

* Printing "hello world"

string continuously

-

N

etimer set (&et,
(CLOCK SECOND*2)) ;

PROCESS WAIT EVENT UNTIL (

etimer expired(&et));

J

Microsoft Summer School on the Internet of Things (SSIoT)

H
H
H
H
H
H
H
H
H
H
H
H
H
H
H
H
H

Eile Edit 5Setup Control Window KanjiCode Help

[ S = =

yor 1d1
lo world!
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Compiling & Running

7

2. Tera Term - [disconnected] VT l =HRSN X

" example ctimer

File Edit Setup Control Window KanjiCode Help

Starting Contiki-3.0 -
o iNti " " With DriverLib v0.43243
Prl_ntlng he”O world Tl CC2650 SensorTag using CC2650
string continuously Net: sicslowpan

MAC: nul Imac
RDC: nullrdc

RF: Channel 25
wor |d!
wor | d!
wor | d!
wor | d!

4 )
ctimer set (&timer, CLOCK SECOND*2, tout cback, "Hello world!\n");

static void tout cback(void *ptr) {
printf ("%$s", (char *) ptr);
ctimer set (&timer, CLOCK SECOND*2, tout cback, ptr);

- J
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References

= Contiki

« Alightweight and flexible operating system for

tiny networked sensors
(http://www.sics.se/~adam/dunkels04contiki.pdf)

« Official website (http://www.contiki-os.orq/)

= Protothreads

« Using protothreads for sensor node programming
(http://www.sics.se/~adam/dunkelsO5using.pdf)

« Simplifying event-driven programming of
memory-constrained embedded systems
(http://www.sics.se/~adam/dunkelsO6protothreads.pdf)
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H Compiling & Running

& Create Make Target

Target name:  upload

Make Target

/| Same as the target name

Make target: | upload

Build Cemmand
J| Use builder setting

Build command: ke
Build Settings
/| Stop on first Juild error

4| Run all progct builders

OK

Cancel

If you got "Device unknown" error:

- upload MOTES=1

Tera Term - [disconnected] VT =al=

File Edit Setup Control Window KanjiCode Help

Tera Term: New connecticn

TCP{IP myhost.example.com

History
Telnet 22

SSH SSH2

Other
UNSPEC

@ Serial Port: ’COM3: Intel[R] Active Management Te v]

COM3: Intel(R] Active Manag t Technology - SOL [COM3]
COMA

COMb: H5321 gw Mobile Broadband Device Management [COMS)
COME: H5321 gw Mobile Broadband GPS Port [COMB)

| ok |

COM78: XDS110 Class Auxiliary Data Port [COM78)

L COM17 - Tera Term VT

File Edit Setup Control Window KanjiCode Help
g Contiki-3.0
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Example: etimer
[ @ Tera Term - [disconnected] VT e

" example etimer

* Printing "hello world"
string continuously

e )
etimer set (&et,
(CLOCK SECOND*2)) ;

PROCESS WAIT EVENT UNTIL (

etimer expired(&et));
\_ /

Microsoft Summer School on the Internet of Things (SSIoT)

Eile Edit 5Setup Control Window KanjiCode Help

yor 1d1
el lo world!
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Interacting with the CC2650 SensorTag

" example leds buttons

» Green LED will toggle when the left button is pressed

* Red LED will toggle when the right button is pressed

void leds on(unsigned char leds);
void leds off (unsigned char leds);
void leds_ toggle (unsigned char leds) ;
LEDS_GREEN, LEDS RED, LEDS ALL

N ([

PROCESS WAIT EVENT() ;

if ((ev == sensors _event) &&
(data == &button left sensor)) {

}
PROCESS WAIT EVENT UNTIL((ev == sensors_event

&& data == sbutton right sensor));

"
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Interacting with the CC2650 SensorTag

" example sensors

« Measuring some of the on-board sensors every second

« Displaying the average of these values every 5 seconds

-

\

» Use of sensors dictated by core/1ib/sensors.h

» Activate the sensor and trigger a reading
— SENSORS ACTIVATE (name of sensor);

— PROCESS YIELD();
(Allows the sensor to be polled by sensors process)

 Obtain the raw sensor values

— 1nt name of sensor.value (int type);

~

)

Microsoft Summer School on the Internet of Things (SSIoT)

% cc2650

@ | bmp-280-sensor.c
@ | bmp-280-sensorh
& | board.c

#% | board-i2c.c

% | beard-i2c.h

# | board-peripherals.h
@ | beard-spi.c

@ | beard-spih

# | button-sensor.c
# | button-sensor.h

& | buzzer.c

% | ext-flash.c

& | ext-flash.h

% | hdc-1000-sensor.c

# | hdc-1000-sensor.h

% | Makefile.sensortag
% | mpu-9250-sensor.c
@ mpu-9250-sensor.h
% | opt-3001-zensor.c

# | opt-3001-sensor.h
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Interacting with the CC2650 SensorTag

" example sensors

* List of on-board sensors and actuators

11111

Bosch BMP280 Barometric pressure and altitude sensor

http://ae-bst.resource.bosch.com/media/products/dokumente/bmp280/bosch_sensortec_flyer bmp280_onl.pdf

OPT3001 Ambient light sensor

http://www.ti.com/lit/ds/symlink/opt3001.pdf

TMPOO7 Infrared and ambient temperature sensor (thermopile)

http://www.ti.com/lit/ds/symlink/tmp007.pdf

HDC1000 sensor (Humidity and temperature sensor)
http://www.ti.com/lit/ds/symlink/hdc1000.pdf

InvenSense MPU-9250 3-axis accelerometer, gyro, compass
https://moderndevice.com/wp-content/uploads/2014/09/PS-MPU-9250A-01.pdf

Meder MK24 Magnet sensor (reed-relay)

http://www.meder.com/mk24 smd_reed switch_uk.html

Knowles SPK0833 Microphone

http://www.knowles.com/eng/content/download/3898/49409/version/6/file/SPK0833LM4H-B.pdf

« See also the demo example in the official examples folder

contikilexamples\cc26xx\cc26xx-demo.c

Microsoft Summer School on the Internet of Things (SSIoT)
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Wireless Communication

" example wireless communication unicast

« Simple UDP connection on port 4000
to transfer data to a sink node

Microsoft Summer School on the Internet of Things (SSloT) Kazan, Russia - 7/7/2016
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Wireless Communication

" example wilreless communication unicast

« Simple UDP connection on port 4000
to transfer data to a sink node

struct udp_payload{
uint32_t sequence_number;

4 N
uint8_t seat_row; *—1 Your position
uint8_t seat_column; «— in the room
float temperature; \ 4
uint32_t energy; - )

Always 0
char name [15] ; «<—— Your name
for today
I \ J

Change data accordingly and upload your program on the SensorTag!
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E Wireless Communication

" example wireless communication broadcast

« Simple UDP connection on port 5000

« The sink informs all nodes in his radio range
about the status of his LEDs

* Your nodes will blink accordingly! Check it out!

I3 TExas
INSTRUMENTS
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References

= Contiki

« Alightweight and flexible operating system for

tiny networked sensors
(http://www.sics.se/~adam/dunkels04contiki.pdf)

« Official website (http://www.contiki-os.orq/)

= Protothreads

« Using protothreads for sensor node programming
(http://www.sics.se/~adam/dunkelsO5using.pdf)

« Simplifying event-driven programming of
memory-constrained embedded systems
(http://www.sics.se/~adam/dunkelsO6protothreads.pdf)
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