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Abstract—Bluetooth’s LE Audio, particularly broadcast audio, is
at the forefront of becoming the de facto standard for immer-
sive audio applications in public venues. Nevertheless, the secu-
rity of the transmitted audio data is solely based on a passkey
(Broadcast_Code) shared between all (including possibly ma-
licious) receiver devices, leaving many envisaged applications vul-
nerable to impersonation as well as denial-of-service attacks. In
order to address these vulnerabilities, we present BACON, a
novel Bluetooth core specification-compliant mechanism for the
authentication of Broadcast Isochronous Groups (BIGs). Authen-
ticated BIGs are able to provide data authenticity for broadcast
isochronous streams as well as control subevents used to dissemi-
nate control information to all receiver devices in the communica-
tion range. With BACON, we are the first to outline a mechanism
that protects against attacks on broadcast audio applications while
being small enough to fit on resource-constrained devices thanks to
the underlying protocol’s lightweight symmetric cryptography.

Index Terms—Bluetooth Low Energy, Digital audio broadcasting.

I. INTRODUCTION

The Bluetooth core specification (BC) has undergone numerous
improvements in recent years, not only enhancing the perfor-
mance and reliability through the addition of physical modes,
but also expanding the range of potential applications with the
introduction of novel advertisement schemes, such as periodic
advertising [1]. Notably, the BC v5.2 is considered a milestone
in Bluetooth history due to the introduction of the so-called
isochronous channels, laying the foundation for time-bounded
data transmission as well as synchronized data rendering across
multiple receiver devices [2]. In fact, isochronous channels
enable the development of the new LE Audio standard, allowing
for use cases such as “true wireless earbuds” [2], [3]. While
manufacturers previously had to ensure that audio data trans-
mitted to each earbud individually was rendered at exactly the
same time on both earbuds, they can now utilize LE Audio to
enforce the strict timing requirements. Moreover, isochronous
channels support both connection-oriented (bidirectional) as
well as connection-less (unidirectional) communication. The
latter, also referred to as a Broadcast Isochronous Stream (BIS),
is used for simultaneous data dissemination to an unlimited
number of receiver devices within communication range [1].

LE Audio in public settings. Marketed as Auracast, LE Au-
dio’s broadcast audio feature utilizing BISes enables a plethora
of novel use cases that could revolutionize the way people ex-
perience the world [2], [4]-[6]. Besides applications in private
environments, such as TVs broadcasting audio data to earbuds
and hearing aids, BISes foster the creation of numerous unique
applications in public spaces, ultimately enabling the creation
of immersive listening experiences [5]. In fact, audio diffusion

utilizing BISes is foreseen in bars, museums, theaters, confer-
ence centers, and transport hubs, enabling people to experience
their surroundings in a personalized manner [2], [4], [6]-[9].
For example, airports or train stations may broadcast gate an-
nouncements, public transport disruption information, or navi-
gation instructions to all passengers [2], [4], [9]. Museums or
exhibitions may replace traditional audio guides with Auracast,
enabling visitors to use their own devices to receive the tour in-
formation [5], [7]. Even mouth-worn hearing devices based on
bone conduction may use this technology to disseminate critical
information in tactical or rescue environments [10], [11].

Authenticity of BISes in public venues. Although Auracast
recommends the usage of open (unencrypted) BISes in public
spaces [12], many of the aforementioned use cases rely on the
authenticity of the audio stream. Indeed, attackers may take
advantage of unprotected audio streams and cause injury (e.g.,
by manipulating navigation information for visually-impaired
people), or undertake defacement actions (e.g., by replacing the
original audio in theaters or airports with political or defama-
tory messages). To defend against these threats, the Bluetooth
Special Interest Group (SIG) foresees stream authentication
in the form of private (encrypted) BISes. Utilizing the so-
called Broadcast_Code (i.e., a passkey used to derive a
symmetric session key), private BISes are able to not only pro-
vide audio confidentiality, but also prevent audio manipulation.
However, such protection mechanisms rely on the secrecy of
the Broadcast_Code, which is hardly guaranteed in a public
setting. In general, the distribution of the Broadcast_Code
should be “easy to do” [2] and is envisaged to be executed
utilizing out-of-band methods such as NFC tags or QR codes
mounted at prominent locations [1], [2]. For example, passen-
gers in an airport can simply tap NFC-enabled headphones to
an LE Audio NFC tag located at the gate or scan a QR code
displayed on a TV in a dedicated area [8]. Unfortunately, if
authorized passengers are able to do so, so are malicious actors,
who can, therefore, easily gain access to the used key material.

As demonstrated by the BISON attack [13], malicious actors
can exploit this weakness and not only impersonate a broad-
casting device, but also take over an ongoing, encrypted BIS.
From a security perspective, this predicament is alarming, as it
demonstrates that BISes can easily be manipulated, potentially
resulting in injury or harm. While digital signatures may ad-
dress the problem, many envisaged applications using resource-
constrained devices (e.g., earbuds or hearing aids) are incapable
of performing the necessary signature verification operations
within the stringent timing constraints imposed by BISes [14].



Contributions. In this paper, we present BACON, a novel
and BC-compliant mechanism enabling the authentication of
BIG subevents in the presence of adversaries knowing the
Broadcast_Code. BACON achieves this by adapting the
Timed Efficient Stream Loss-tolerant Authentication (TESLA)
protocol [15] to BISes, in order to guarantee authentication by
utilizing only hash functions and symmetric-key encryption.
The co-presence of TESLA and BIS robustness mechanisms
such as payload pre-transmission raises peculiar and novel
problems, which we address in this paper. By employing BA-
CON, we can secure BISes against attacks such as BISON [13],
while allowing ordinary BLE devices (i.e., devices not employ-
ing BACON) to seamlessly receive the original audio stream.

II. BROADCAST ISOCHRONOUS STREAMS (BISES)

BISes can be described as an ordered series of subevents sent
at fixed intervals, forming a stream of data with strict timing
requirements. As illustrated in Fig. 1, packets belonging to
the same BIS (e.g., BIS 41 and BIS 42) constitute a BIS event
(BIS Event4). One or more BIS events as well as an optional
control subevent (CTRL) make up a Broadcast Isochronous
Group (BIG). In turn, BIG events are sent at regular intervals
(ISO interval), creating the actual isochronous data stream.
The optional control subevent is used to disseminate control
information, such as the indication to terminate the ongoing
stream or to switch to a different channel map.

Robustness of BISes. In order to increase resilience against
RF interference, BISes employ multiple strategies to maximize
the probability of receiving the transmitted data [1], [2]. One
strategy involves the retransmission of subevents to accommo-
date the lack of acknowledgments. This is controlled with the
so-called retransmission number (RTN). For example, RTN=2
denotes two additional retransmissions of the given subevent.
The overall number of subevents in each BIS event is called
the number of subevents (NSE). Depending on the number of
unique payloads in each BIS event, BIS subevents may be trans-
mitted in bursts. For example, one BIS event carrying a large
payload may require fragmenting the payload into three smaller
payloads (i.e., one unique payload consisting of three subevents
is considered a burst). Hence, the BC introduces the burst
number (BN), i.e., the number of new payloads provided within
each BIS event [2]. In turn, the ratio between the NSE and the
BN is considered the group count (GC), which determines the
arrangement of retransmissions in a BIS [2]. Two examples of
a BIS utilizing retransmissions of a large payload (i.e., NSE=6,
BN=3, fragmented into three payloads and NSE=6, BN=2,
fragmented into two payloads) are illustrated in Fig. 2.

Another strategy to increase the robustness of BISes involves
the usage of pre-transmissions, i.e., subevents associated with
multiple points in time in order to increase transmission scheme
diversity [2]. To this end, the BC foresees the usage of the im-
mediate repetition count (IRC) and the pre-transmission offset
(PTO) [1]. As exemplified in Fig. 3, the IRC defines the number
of data groups belonging to the current BIS event, whereas the
PTO determines the size of the increment (in terms of BIG
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Fig. 1: BIG encapsulating two BISes in sequential order.
Every BIG event contains one or more BIS events (e.g., BIS
Event,), in turn consisting of one or more subevents (e.g.,
BIS 41, BIS 42) as well as an optional control subevent (CTRL).
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Fig. 2: Impact of the group count on a BIS event consisting

of six subevents. Left: Three unique payloads (p1, p2, p3) are
sent twice. Right: Two unique payloads (p1, p2) are sent thrice.

events) from which the data group originates. Denoting a data
group as gy, the offset to this origin Oy, can be computed as:

O,4, = (n—IRC +1)- PTO Vn € [IRC,NSE —1] (1)

For example, as illustrated in Fig. 3 (bottom), IRC=2 defines
that two out of four data groups (with four being the GC) belong
to the current BIS event, whereas the remaining two data groups
(GC - IRC) belong to future BIS events.

Depending on the PTO, the corresponding future BIS events
occur Oy, BIG events after the current BIG event. In Fig. 3
(bottom), where PTO=2, the data group g in the first BIG event
(BIGO) has its origin in BIG2 (O,, =(2—-2+1)-2=2),
whereas g3 has its origin in BIG4 (O,, = (3 —2+1) -2 =4).
Therefore, the combination of IRC and PTO allows the early
transmission of data groups belonging to future BIS events,
ultimately enhancing the robustness of BISes [2].

Rendering of isochronous data. Isochronous communication
allows for the simultaneous presentation of audio data across
multiple devices. Devices using this technology also incorpo-
rate the so-called presentation delay [2]. This user-selectable
delay introduces an artificial point in time, known as the
rendering point (RP), at which all receiver devices must be
ready to present the received data including any additional
processing such as active noise cancellation or hearing aid
audio adjustments in case of audio-focused applications [2].

BIS security. BISes can be unencrypted and unauthenticated,
encrypted and unauthenticated, or encrypted and authenti-
cated. All these cryptographic operations are based on the
Broadcast_Code, which is a passkey used to derive a
symmetric session key. In turn, this session key is used to not
only encrypt the payload of all BIG subevents, but also to
authenticate them with a 32-bit message authentication code,
referred to as message integrity check (MIC) in the BC [1].
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Fig. 3: Impact of the IRC and PTO on BIS events. Data associated with each BIS event is transmitted in the first (IRC) slots.
Data associated with future BIS events is transmitted in the remaining (GC - IRC) slots, offset utilizing the PTO.

III. THREAT MODEL

While the BC foresees encrypted and authenticated BlSes,
such protection mechanisms are ineffective against adversaries
knowing the Broadcast_Code, leaving many LE Audio use
cases vulnerable to impersonation or denial-of-service attacks.

Overshadowing of BIG subevents. Malicious actors can ex-
ploit the capture effect [16] to transmit forged packets while
being in close proximity to the receiver device or when having
the ability to send at a high transmission power (i.e., over-
shadow the legitimate signal). As a result, attackers may be
able to impersonate the legitimate stream or even be able to
execute a denial-of-service attack by forging BIS packets and
transmitting a stream termination control subevent.

Hijacking ongoing BISes utilizing BISON. A particularly
concerning attack exploiting BIG control subevents is the so-
called BISON attack [13]. This attack leverages the vague
specification of the Broadcast_Code exchange (i.e., the fact
that the Broadcast_Code is envisaged to be distributed in
the form of QR codes or NFC tags deployed in public settings)
in combination with BIG channel map updates (intended to
improve the link quality by blacklisting specified frequency
channels in noisy environments) to hijack an ongoing BIS [1],
[2]. As a result, receiver devices are fooled into thinking they
are receiving a legitimate BIS, while the attacker controls the
actual BIS, causing disruption among synchronized devices.

Threat mitigation utilizing broadcast authentication. In
order to reduce the attack surface imposed by BISes, cus-
tomary authentication can be used. However, as highlighted
in §II, the authentication mechanism introduced in the BC
may be exploited by malicious actors who gain access to the
Broadcast_Code, rendering this authentication mechanism
ineffective. An alternative to this authentication mechanism is
the use of digital signatures. While this provides authenticity, it
is also important to consider the application environment. Most
receiver devices (e.g., earbuds or hearing aids) have limited
resources and are incapable of performing computationally
complex operations within the strict timing requirements im-
posed by isochronous communication [17]. As a result, we
propose the usage the TESLA protocol [15], as a building block
to enable the authentication of BIG subevents while minimizing
the introduced communication and computation overhead.

IV. TESLA BROADCAST AUTHENTICATION

The Timed Efficient Stream Loss-tolerant Authentication
(TESLA) protocol [15], [18] provides broadcast authentication
based on an iteratively applied one-way hash function in com-
bination with message authentication codes (MACs).

Sender setup. In order to enable the application of the TESLA
protocol, sender devices must first split time into uniform
intervals of duration 7;,,;. Each time interval is then assigned
a self-authenticating value, also referred to as “key”, generated
by iteratively applying a one-way hash function H(-) to an
initial random seed k,,. In detail, the keys are computed as
k; = H(k;41) foreach i € [0,n — 1], and form a hash chain of
length n. The sender produces the keys in a decreasing-index
order (i.e., kn,kn_1,-..,ko), and subsequently uses them in
an opposite manner (ky, ks, . . ., ky,). Given that the hash chain
must also be stored at the sender side, some efficient meth-
ods [19] to do so have already been proposed, requiring only
O(logn) space, and O(logn) time to reconstruct each key.
After the setup, the sender can start the transmission of mes-
sages, each of which must be accompanied by a MAC com-
puted with the key associated to the current time interval.
During the i-th time interval, the sender also reveals the key
that it used to compute MACs in the previous (i — d)-th time
interval, with d > 1 being the “key disclosure delay”.

Message authentication. Each receiver must know the time
instants at which the keys will be disclosed (‘“key disclosure
schedule”), and a commitment to the hash chain, typically
ko. It is crucial that the commitment is exchanged over an
authenticated channel in order to prevent impersonation attacks.
Moreover, each receiver must have a (possibly internal) trusted
time reference, which must be loosely synchronized! with the
sender, with a bounded clock skew [15]. The receiver does
not authenticate the messages immediately, but rather buffers
them to enable their subsequent authentication. When the re-
ceiver receives a new message and its MAC, it first determines
whether the corresponding key has already been disclosed by
the sender. To do this, the receiver uses its knowledge on the
key disclosure schedule and its trusted time reference. If the
key has been (or may have been) disclosed, the receiver discards

ISender and receiver devices must have the same (loose) notion of time in
order to mitigate replay attacks (e.g., re-use of yesterday’s hash chain).



the message as untrusted. Otherwise, it buffers the message and
its MAC, waiting for the corresponding key to be disclosed.
When disclosed, the receiver checks that it actually makes part
of the hash chain by computing its hash and comparing it with
the previous key. If the check is successful, the receiver stores
the key in order to be able to authenticate successive keys.
Moreover, if a message MACed with that key was buffered, the
receiver verifies its MAC. If the MAC is correct, the message is
considered authentic, which means that the receiver unbuffers
the message and passes it to the higher-layer protocol. TESLA
is tolerant to message losses, since if the receiver misses one
or more key disclosures, it can “reconnect” to the hash chain
afterwards, as soon as it receives a new key disclosure.

TESLA parameters. 7;,;, d and n must be tailored to obtain
specific performance tradeoffs. In particular, too large 7;,,; and
d lead to extended buffering on receiver devices. Too small 7;,,¢
and d cause the receiver to discard many legitimate messages,
especially if the transmission delay is high or the clock skew
between the sender and the receiver is pronounced. A too large
n forces the sender to create long hash chains, thus slowing
down the setup phase. Conversely, a too small n causes the hash
chain to be rapidly depleted, forcing frequent sender setups.

Security. It is important to consider the key and MAC sizes
to ensure a sufficient level of security while minimizing the
incurred overhead. If keys are too short, malicious actors may
attempt to brute-force a future key, by breaking the preimage
resistance of the hash function (key-guessing attack). If suc-
cessful, attackers are able to forge authenticated messages until
the guessed key is revealed by the legitimate sender. On the
other hand, if MACs are too short, attackers may randomly
guess the correct MAC of a forged message, and send the
message and the MAC to the receiver (MAC-guessing attack).

V. BACON: BROADCAST AUDIO AUTHENTICATION

As the disclosed vulnerabilities in §III highlight, authentication
of BISes as well as control subevents in the presence of an ad-
versary knowing the Broadcast_Code should be considered
indispensable for future BC revisions. Therefore, we present the
BACON mechanism, which enables the authentication of BIG
subevents, while incurring little computational overhead, and
maintaining compatibility with BC v5.2 or higher. Please note
that, while fully compliant to the BC, BACON requires access
to the BLE controller via vendor-specific HCI extensionsZ, as
knowledge about the robustness parameters outlined in §II is
needed to avoid premature disclosure of the keys (see Phase 3).

Design. TESLA can be adapted for BISes in many ways. One
option is to include the MAC and key in the BIS carrying
the audio data. However, this creates an issue for LE Audio
receivers, which only expect encoded audio data. Another
option is to use the control subevent (CTRL) by extending its
format, ultimately breaking BC compliance. Alternatively, one

>The issue is that the RTN provided to the controller via the regular
HCI_LE_Create_BIG is only a recommendation to the controller, which in-
ternally then derives other relevant robustness parameters.
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Fig. 4: BACON-secured BIS. Every BIG event consists of one
or more data BISes (e.g., BIS 1, BIS 2, and BIS 3), a BACON
BIS, and an optional control subevent (CTRL). In turn, the
BACON BIS contains the BICs of all data BISes, the BIC of
the control subevent, and a key of the utilized hash chain.

may repurpose the MIC field in each BIS payload by including
the MAC and key required by TESLA. However, this would
also violate BC compliance. Therefore, to provide authenticity
for BIS payloads and CTRLs, we employ an additional BIS
(BACON) to disseminate authentication information, namely
the MAC:s of the BIS payloads, the MAC of the CTRL, and the
keys of the hash chain. By accommodating all TESLA-related
information in a dedicated BIS, we maintain compatibility with
non-BACON receivers, which will interpret the BACON BIS as
an additional, undecodable audio source. From now on, we will
refer to BACON’s MICs as “BICs” to avoid confusion with the
BC MICs. Fig. 4 illustrates an exemplary BIG containing three
BISes representing three different languages of an immersive
audio guide. The fourth BIS (BACON) is dedicated to BIG
authenticity and, therefore, contains the BICs of all language
BISes and a key of the hash chain. Moreover, the BIG may
contain a CTRL to indicate, for example, the use of a different
channel map starting at a given time instant. As such the
BACON BIS must also include the BIC of the CTRL in addition
to the audio BISes should such CTRL be present.

Phase 1: Broadcaster setup. Like TESLA, BACON uses a
pre-computed chain of self-authenticating keys generated by
the iterative application of a one-way hash function. Given
the use cases presented in §I and the often asymmetric link
budget of real-world applications (i.e., transmitter nodes are
usually mains-powered and not subject to strict power require-
ments), this computationally complex phase may be offloaded
to more powerful devices fulfilling the isochronous broadcaster
role [2]. However, it is still crucial to carefully choose the
length of the hash chain depending on the lifetime of the BIS,
as it significantly affects not only the memory footprint, but
also the on-air time and, thus, the time needed for receiver
devices to be powered (and hence their power consumption).
Similar to the BC, we suggest the usage of 128-bit keys.
However, BACON is also able to handle different key sizes,
allowing to trade security for efficiency. For example, a typ-
ical LE Audio broadcast application in a public setting may
employ a 10 ms ISO interval over a predetermined lifetime
of 24 hours. We assume for simplicity that 7;,; is equal to
an ISO interval (T;,; = 10ms), in such a way that every
BIG event carries a key. Therefore, the broadcaster must pre-
compute a one-way chain of at least n = 8,640,000 keys
(=1.52 GB in total). Supposing 128 bits for each key, storing
the hash chain with the logarithmic Coppersmith-Jakobsson
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Fig. 6: KRIs of BACON-secured BISes without pre-
transmissions. BIS events of the i-th BIG event can be authen-
ticated at the akin KRI, located at the (¢ 4+ 1)-th BIG event.

method [19] requires the broadcaster to store approximately
([logyn] + [logy(logem + 1)1) - (128 bits) = 464 bytes, and
to compute |log,y/n] = 11 hashes every ISO interval to
reconstruct the corresponding key. Given that even a low-
cost single-board computer like a Raspberry Pi 5 can perform
several millions of SHA256 hash computations per second [20],
this overhead is considered negligible. Moreover, the BIC size
in the authentication procedure should account for the number
of employed BISes. The higher the number of BlSes in a BIG,
the more significant the impact of the chosen BIC size. We rec-
ommend a value between four (in line with the BC MICs) and
eight bytes (lower probability of a successful MAC-guessing
attack under a modest transmission overhead increase).

Phase 2: Receiver bootstrap. To ensure the secure initial ex-
change of information, such as the commitment to the one-way
chain (i.e., a previously disclosed key), BACON leverages the
principles established within the broadcast assistant role [21], a
role specifically designed for LE Audio. Broadcast assistants
are intermediaries (e.g., smartphones) that not only provide
a way for paired receiver devices (e.g., earbuds) to find and
join an ongoing audio stream but also allow for the secure
initial exchange of information between the isochronous broad-
caster and the isochronous receiver. For example, one could
build certificate-based authentication on top of Bluetooth’s
Generic Attribute Profile (GATT) [1] to verify the identity of
the isochronous broadcaster and its time reference. BACON
utilizes this to initially exchange the commitment to the one-
way chain and a possibly trusted time reference, similar to
§IV. Once a receiver obtains this information, its bootstrap is
complete and it can disconnect from the broadcast assistant.

Phase 3: Message authentication. The broadcasting device
computes a BIC for each subevent (except BACON subevents)
inside the BIG event, as well as the optional control subevent
using the current key. In turn, these BICs are used to gener-

ate the BACON BIS which, together with the data BISes, is
disseminated to all receiver devices in communication range.
In order to avoid trusting an already-revealed key, all devices
need to agree on the time instance at which such key is no
longer used to sign new data. For this, BACON leverages the
concept of key reveal instant (KRI). We refer to the latter
as the beginning of the BACON BIS containing the key. In
absence of BIS robustness mechanisms, the key k, used in
BIG n is revealed in the BACON BIS sent within BIG n + 1,
as shown in Fig. 6. Therefore, the KRI of such key is the
beginning of the BACON BIS sent within the next BIG. In
general, after computing the KRI, a receiver must discard a
BIS packet whose BIC is received after the relative key’s KRI.
However, when employing the BIS robustness mechanisms
involving pre-transmissions, the early transmission of BACON
packets® may cause the disclosure of keys that will be used
afterwards to compute and send BICs, as illustrated in Fig. 5.
This would inevitably cause receivers to discard such BICs and
the relative BIS packets as untrusted. Therefore, the KRI needs
to be delayed to future BACON BIS events to account for this.
We call this key disclosure delay d, where:

d> (GC — IRC) - PTO + 1. )

With Eq. 2, we ensure that no key is disclosed before being
used to compute a BIC. As highlighted in Fig. 5, by setting
the disclosure delay to d = 2 (i.e., by shifting the KRIs by
two BIG events), we ensure that BACON is able to cope with
the BIS robustness schemes. It is important to highlight that,
due to Eq. 2, the presence of pre-transmissions compels the
usage of a greater key disclosure delay, which in turn shifts the
data usability time (i.e., rendering point), assuming the same
presentation delay. This suggests that trade-offs can be found
between robustness and audio latency.

BICs of control subevents. Unlike regular BIS subevents,
CTRLs are not subject to the BIS robustness mechanisms. In
case the BACON BIS includes the BIC of the CTRL, its BIC
(and key) are transmitted before the actual CTRL. This enables
the immediate validation and processing of the CTRL at the
moment of reception. Given that the BACON BIS is subject
to these robustness mechanisms, the transmission of the CTRL
BIC (and key) must be initiated at an offset of d before the
transmission of the CTRL. This could, in practice, be done by
delaying the first d CTRL transmissions at the controller level.

3Disabling pre-transmission of BACON BISes would break BC compliance.



VI. BACON IN ACTION

We demonstrate the effectiveness of BACON on two Nordic
Semiconductor nRF52840 development kits, representing an
isochronous broadcaster transmitting dummy audio data (i.e.,
60 byte LC3-24 2* at 0dBm), and an isochronous receiver,
receiving and authenticating the transmitted data packets with
BACON. The proof-of-concept implementation, which we re-
lease as open-source’, is based on the Zephyr real-time op-
erating system [22] and modified versions of the isochronous
broadcaster and synchronized receiver samples. We utilize 128-
bit keys computed by iteratively applying the truncated SHA-
256 digest, and the truncated HMAC-SHA256 digest for the
BICs. We implemented such functions with TinyCrypt [23],
which, due to already existent integration in the Zephyr RTOS,
eliminates the need for flash memory utilization evaluation.

Experimental setup. The devices are spaced one meter apart
with a Nordic Semiconductor nRF7002 development kit act-
ing as a Wi-Fi access point in between, to simulate channel
interference. The Wi-Fi access point continuously broadcasts
1400 byte packets every 500 us at +16 dBm, with a 12 Mbit/s
data rate on channel six (IEEE 802.11ax). Power measurements
are conducted on the receiver device utilizing a Nordic Semi-
conductor Power Profiler Kit II in ampere meter mode.

Computational overhead. Security operations in BACON,
i.e., key and BIC validation, inevitably extend the runtime
of standard broadcast audio receiver applications. Therefore,
we conduct an experiment utilizing the aforementioned test
setup, extended with a logic analyzer to measure (utilizing the
GPIO pins) the introduced computational overhead of the used
security operations over ten consecutive test runs consisting of
1000 BIG events. Our experiment shows that key validation of
a 128-bit key on the receiver side introduces 108 us (£ 18 ps) of
computational overhead. Additionally, each BIC validation on
the receiver side takes 606 ps (£ 15 ps) or 614 ps (= 19 ps)
when using four or eight-byte BICs respectively. This high-
lights that the computational performance of receiver devices is
minimally affected by the chosen level of security. In total, if we
consider eight-byte BICs, a BN of one, and an always-present
CTRL, an earbud receiving a single BIS will incur (108 ps) +
2x(614 ps) = 1.336 ms of computation time per ISO interval.

Robustness. The introduced BACON BIS increases the suscep-
tibility to RF interference, because in order to correctly receive
a BIS packet the receiver must also receive the BACON packet
carrying its BIC, and the one carrying its key. Consequently,
we conduct an experiment using the aforementioned test setup.
Ten test runs consisting of 1000 BIG events with a varying
number of retransmissions® highlight the impact of RF interfer-
ence on BACON. As illustrated in Fig. 7, zero retransmissions
employing an eight-byte BIC result on average in an 11 %
decrease in the packet reception rate (PRR) compared to a BIS

4Mandated for broadcast audio devices; adequate for music under imperfect
listening conditions (e.g., background noise, hearing impairment) [2].

Shttps://iti.tugraz.at/bacon

5The RTN setting equals NSE + 1 in the utilized Zephyr version.
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Fig. 7: Impact of Wi-Fi based RF interference on the packet
reception rate. The reduction in packet reception rate (PRR)
due to packet loss, caused by the utilization of BACON, can be
counteracted through the application of an increased RTN.
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Fig. 8: Impact of Wi-Fi based RF interference on the power
consumption. Packet loss on BACON-secured BISes forces re-
ceiver devices to recompute lost keys. Higher RTN values also
increase the probability to stay powered in noisy environments.

without BACON. As soon as we start to increase the RTN, the
difference in PRR decreases to under 1 %.

Power consumption. RF interference on BACON-secured
BISes not only impacts the PRR: due to the increased number
of transmitted packets (caused by the BACON BIS), lost BA-
CON packets may force receivers to recompute the lost key to
reconnect to the hash chain. For example, in the scenario shown
in Fig. 6, missing the BACON BIS subevent in BIG2 implies
that the receiver must wait until the reception of the BACON
BIS subevent in BIG3 and apply the hash function twice to
validate the key. Therefore, we conduct an experiment utilizing
the aforementioned test setup, consisting of ten test runs with
1000 BIG events. As illustrated in Fig. 8, our experiment shows
that Wi-Fi based RF interference on a BACON-secured BIS uti-
lizing four and eight-byte BICs, with an RTN of zero increases
the receiver’s power consumption (PRX) by ~7 % compared
to a test setup employing no authentication. Similarly, an RTN
of one increases the power consumption by ~27 %, and an
RTN of two by ~33 %. Although receivers switch off after
receiving one valid packet (i.e., do not receive all subsequent
retransmissions), the higher the RTN, the higher the possibility
for receiver devices to stay powered in noisy environments.
Hence, a high RTN may also lead to higher power consumption
which could affect the lifetime of battery-powered devices.

VII. DISCUSSION AND FUTURE WORK

Limitations of the implementation. Due to limitations im-
posed by the Zephyr real-time operating system [22], the cur-
rent implementation is limited to two BISes, i.e., one BIS car-
rying dummy audio data and one BIS containing the BACON



information. Future work will include the extension of BACON
to multiple BISes and the utilization of real-world audio data.

Scalability of BACON-secured BISes. BACON uses one of
the 31 available BISes within a BIG, sacrificing a small amount
of on-air time to ensure the authenticity of audio applications.
Each additional BIS (e.g., carrying audio) entails the addition of
another BIC inside the BACON event. This inevitably affects
the size of the transmitted BACON BIS, computational over-
head, and therefore leads to an increased power consumption.

Computational overhead. Experiments in §VI show that BA-
CON adds ~1.335 ms to the runtime of a single-stream broad-
cast audio receiver application (LC3-24_1), potentially occupy-
ing up to 18 % of the available processing time. The remaining
processing time must suffice for the intended (audio) use case.
It remains to be shown whether this has an impact on practical
audio applications, which we will pursue in future work.

Proof-of-concept with audio data. The impact of packet loss
on BACON in relation to packet loss concealment algorithms
utilized in the mandatory LC3 codec shall be analyzed.

VIII. RELATED WORK

Attacks and countermeasures on Bluetooth Low Energy. In
recent years, several BLE vulnerabilities have been disclosed,
affecting billions of devices. Attacks such as BtleJack [24]
and Ubertooth [25] take advantage of the fact that important
metadata such as the access addresses or the preamble are
transmitted in plaintext, allowing for the interception of critical
information. While BtleJack demonstrates the potential conse-
quences of packet jamming, BISON [13] goes one step further
and leverages the obtained information to completely take over
an ongoing data stream. Even though SPADE [26] proposes
a countermeasure to secure periodic advertisements, which
form the basis for isochronous communication, no mitigation
to attacks on BIGs and, therefore, BISes has been published
yet. We are, to the best of our knowledge, the first to enhance
the authentication mechanism for broadcast audio to mitigate
impersonation and denial-of-service attacks against BISes in
case of an adversary that knows the Broadcast_Code.

Applications of the TESLA protocol. Perrig et al. [27] first
adapted TESLA to constrained devices for message authenti-
cation in wireless sensor networks. The RFC 4383 by Baugher
and Carrara [18] adapted the TESLA protocol for SRTP, a net-
work protocol for delivering audio and video over IP networks.
The use cases of SRTP are close to the ones of BlSes, al-
though SRTP mainly fits remote streaming towards resourceful
devices. More recently, the European Union applied TESLA in
the Galileo’s Open Service Navigation Message Authentication
(OS-NMA) protocol [28], to guarantee authentication of GNSS
navigation data sent by satellites. We are the first, to the best
of our knowledge, to adapt TESLA for authentication of LE
Audio broadcasts. It is worth noting that, in BISes, the co-
presence of TESLA and robustness mechanisms such as pay-
load retransmission and pre-transmission raises peculiar and

novel problems, that we address in this paper, and that are
neither addressed by RFC 4383 nor by OS-NMA.

IX. CONCLUSION

In this paper, we present BACON, a novel and BC-compliant
mechanism for authentication of BIG subevents. With BACON,
we are the first to apply the principles established within the
TESLA protocol to Bluetooth’s BISes. We show that BACON
can provide data authenticity even with Bluetooth’s robustness
schemes are applied. We demonstrate the viability of BACON
in the context of broadcast audio, utilizing off-the-shelf devices,
highlighting the feasibility of BACON under interference.
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