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Abstract

Experiments under controlled radio interference are cru-
cial to assess the robustness of low-power wireless proto-
cols. While tools such as JamLab augment existing sensornet
testbeds with realistic interference, it remains an error-prone
and time-consuming task to manually select the set of nodes
acting as jammers and their individual transmit powers. We
present an automated configuration approach based on sim-
ulated annealing to overcome this problem. A preliminary
evaluation based on two testbeds shows that our approach
can find near-optimal solutions within at most a few hours.
We believe our approach can facilitate the widespread adop-
tion of controlled interference experiments by the sensornet
community.

1 Introduction and Motivation

Radio interference negatively affects the performance of
wireless sensor networks (WSNs). The presence of co-
located wireless devices transmitting at higher power (e.g.,
Wi-Fi access points) or nearby appliances generating RF
noise (e.g., microwave ovens) typically results in high packet
loss rates, high latencies, and reduced energy efficiency.
Consequently, there is a strong need to study the perfor-
mance of a network in the presence of a congested chan-
nel, and to design protocols that can deliver high and stable
performance despite interference. This requires testbed in-
frastructures in which realistic interference patterns can be
created in a precise and repeatable way. Installing additional
hardware for interference generation can be very costly
(e.g., adding expensive VSG-based EMI generators [4]) and
labor-intensive (e.g., adding Wi-Fi access points, microwave
ovens [2]), and would not scale to large testbeds.

JamLab [1] is a tool to augment existing WSN testbeds
with realistic interference generation without the need of ex-
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Figure 1. JamLab’s architecture. A fraction of nodes acts
as jammers, dividing the testbed area into different cells.

tra hardware [1]. It employs a fraction of the existing nodes
in a testbed to regenerate the interference patterns produced
by common wireless devices, and essentially partitions the
area of a testbed into cells, as shown in Figure E} Each cell
contains a jammer and a number of regular nodes that can be
used for experimentation, such that each regular node can be
interfered by the jammer despite its limited RF output power.
The original JamLab work proposes a manual process to it-
eratively select a suitable set of nodes as jammers. However,
when augmenting large WSN testbeds such as Indriya [5]]
and TWIST [3]], this process is time consuming, as it would
require several experiments, as well as knowledge about the
position of the nodes.

In this work, we propose an automatic jammer selec-
tion method for JamLab based on simulated annealing meta-
heuristic optimization, which can provide an optimal testbed
configuration without the need for user interaction, and by
limiting the effort to a one-time data collection. For the
data collection we employ the same tool as used in the man-
ual configuration process [1] to collect the received signal
strength rssi(y,x, p) when sending a message from node x
with transmit power p to node y and to generate a signal
strength matrix for the testbed.

2 Optimization Problem

When augmenting a WSN testbed using JamLab, the sub-
set of jammers J selected from the set of all nodes N should
be reduced as much as possible, as jammers are devoted to



interference generation and cannot be used for experimenta-
tion. Furthermore, a number of constraints need to be ful-
filled: (1) Each regular node in a cell needs to be within
reach of a jammer; (2) To ensure all incoming messages are
blocked, the jammer needs to produce an interfering sig-
nal with a strength that is at least T = 3dB higher than the
maximum strength of any other signal that a regular node
may receive in order to block its receptiorﬂ; (3) A regular
node should be influenced by exactly one jammer in order
to avoid cross-talk between different cells. To ensure this,
the received signal strength of all other jammers needs to be
at least 3 dB lower than that from any other node; (4) The
network of remaining regular nodes should be connected.
The system selects from the set of all nodes N a subset J
as jammers. In addition, the sending power level power( )
of each jammer j € J can be adjusted in order to control the
cell size. Nodes not selected as jammer belong to set R. The
power level setting of these nodes is fixed and power(r) re-
turns a constant value for all regular nodes » € R. The func-
tion rssi(x,y, p) returns the previously collected received sig-
nal strength of the link between nodes x and y with a sending
power setting of p at node x measured using the tool from [[1]]
as described above. Nodes x,y with a link that has a received
signal strength above the receiver’s sensitivity threshold ¢
are considered to be neighbors, hence neighbor(x,y) = true.
Based on these definitions, we can formulate the following
constrained optimization problem. Each constraint maps di-
rectly to the respective textual description introduced above.

minimize ||/
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3 Prototype Implementation

The optimization process is implemented as a Python pro-
gram that employs the simulated annealing meta heuristic
to find a near-optimal solution for the above optimization
problem. As the default algorithm of simulated annealing
does not support constraints, we transformed all constraints
into additional objectives. To still be able to use a single-
objective algorithm, these are combined in a single utility
function, by forming a weighted sum of the normalized met-
rics. Constraints are given more weight than the original ob-

I Typical WSN radios are able to receive the stronger out of two signals if
the second signal is at least 3 dB weaker (co-channel rejection threshold [[1]]).

Table 1. Properties of exemplary configurations for two
testbeds (mean values, min. and max. in parentheses).

Number of  Available Nodes affected
Testbed .
jammers nodes by cross-talk
TU Graz Testbed 1(1,1) 16 (16, 16) 0(0,0)
TWIST Testbed 33 (31,34) 44 (43, 46) 44 (43, 46)

jective of minimizing ||J||, to ensure that infeasible solutions
are very unlikely to be accepted. As a complete elimination
of cross-talk turned out to be impossible for larger testbeds
and the synchronous version JamLab can handle a limited
amount of cross-talk, it was only given a very low weight in
order to find solutions with few jammers.

4 Preliminary Evaluation

For a preliminary evaluation of the performance of the
automatic configuration process, we executed it with data
from a smaller testbed at TU Graz consisting of 17 nodes
in a single room and the TWIST testbed. The latter consists
of 102 nodes, out of which 77 were operational, set up in a
grid-like network spread over several rooms on three floors.
The optimization process was executed eight times for each
testbed. Within a maximum of two hours, the current algo-
rithm is able to find suitable configurations as can be seen
in Table[I] The number of jammers is low enough to leave
a sufficient number of nodes for the actual experimentation.
While the simple solutions for the local testbed with just a
single jammer do not suffer from cross-talk, this is an issue
of the proposed configurations for the TWIST testbed. In the
TWIST testbed, most nodes are affected by cross-talk, but
typically only by one or two additional jammers with a weak
signal. The synchronous variant of JamLab is able to handle
cross-talk, so these configurations are still useful.

5 Next Steps

We plan to optimize the execution time and stability of the
configuration process by systematically adjusting the param-
eters of the optimization process and by conducting a more
thorough evaluation on a larger set of WSN testbeds.
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