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Abstract—Positioning systems based on ultra-wideband (UWB)
technology are becoming ubiquitous and enable a plethora of
attractive Internet of Things applications, ranging from smart ac-
cess and asset tracking to the navigation of autonomous vehicles.
As these positioning systems are often deployed over large areas,
the focus of UWB-based research has recently shifted to the
development of scalable solutions that can offer a high posi-
tioning accuracy for countless tags while maximizing energy-
efficiency. At the same time, as positioning systems are increas-
ingly used in safety-critical settings, several academic efforts
and the standardization activities of the IEEE 802.15.4z working
group have laid the foundations for a secure distance estimation
using UWB technology. Unfortunately, these two endeavours
have followed independent tracks that do not blend together.
In this paper, we highlight this issue and describe the challenge
of securing modern UWB-based positioning systems that are
designed with scalability in mind. We first illustrate how the
use of unidirectional communications, the need for synchronized
anchors, and the use of quasi-simultaneous responses, which are
common features of recent scalable UWB systems based on time-
difference-of-arrival, make these solutions vulnerable to several
attacks, despite the use of IEEE 802.15.4z. After carrying out a
security analysis and describing how scalable UWB systems are
exposed to several attacks, we devise a number of design concepts
to counteract the identified attacks and secure these systems.

I. INTRODUCTION

Ultra-wideband (UWB) technology has recently emerged as
one of the most promising RF technologies for indoor position-
ing and tracking [1]. Thanks to its outstanding time resolution
and multipath resilience, indeed, UWB radios enable the
creation of real-time location systems (RTLS) that can achieve
centimetre-level positioning accuracy while still being highly
energy-efficient. These systems allow to support, for example,
drone and robot navigation [2], asset tracking [3], [4], smart
manufacturing [5], and several other Internet of Things (IoT)
applications [6]. In such RTLS, the position (i.e., the 2D or
3D coordinates) of mobile devices (tags) is commonly derived
by communicating with multiple stationary reference nodes
(anchors). The latter form a location infrastructure supporting
the collection of position-related information, such as the
coordinates of the anchors, the geometry of the environment
(e.g., the floor plan [7]), as well as the distance between the
various devices.

The growing demand for RTLS and their potential mar-
ket size have drastically increased the ubiquity and com-
mercial penetration of UWB systems: the latest-generation
of smartphones and vehicles are now equipped with UWB
transceivers [8], [9], and a plethora of companies as well as
spin-offs [10], [11] have started to offer a large amount of
UWB-based location services to their users.

Need for secure UWB-based positioning systems. As these
location services often target safety-critical settings (e.g.,
production floors [3], [4]) and applications (e.g., smart ac-
cess [12]), it becomes important to design secure UWB-
based positioning systems that provide trustable distance and
position information. Such secure positioning systems should
essentially satisfy four key properties:

« Position-related information shall only come from legit-
imate anchors belonging to the location infrastructure
and/or from authenticated tags (authenticity).

¢ Such information, which will be used to compute the
position of a device, shall not be manipulated neither on a
data content level nor on a signal level (integrity) [13].

o The computed position of a device shall be kept secret to
unauthorized entities (confidentiality).

o The presence and identity of a device shall not be de-
tectable by undesired nearby devices (privacy).

Recent standardization efforts, such as the ones of the
IEEE 802.15.4z task group [14], have focused on increasing
the security of UWB-based systems, proposing, for exam-
ple, physical-layer enhancements and changes to the medium
access control layer allowing for an improved authentication
of ranging measurements. Recent academic works have also
analyzed how to detect attacks on integrity (which would result
in an enlargement or reduction of the estimated distances [15]),
and proposed possible mitigations [16], [17]; mostly in the
context of location systems based on two-way ranging (TWR).

Need for scalable UWB-based positioning systems. As
RTLS are expected to be deployed over large areas and to
support a large number of tags with minimal delays, there
is also an increasing demand for scalable UWB-based posi-
tioning systems. To this end, the community has relentlessly
worked on solutions supporting high tag densities [18] and
update rates [19], [20], on reducing the number of exchanged
messages [21], [22], as well as on minimizing deployment
efforts and costs [7] — all while preserving an adequate
positioning accuracy and precision. A clear trend in this regard
is the growing adoption of solutions based on time-difference-
of-arrival (TDoA), i.e., exploiting the difference in the arrival
time of a signal at two reference points [19], [20], [23]-[26].
These approaches allow to address the scalability and energy
issues of classical RTLS based on TWR [18]. Another notice-
able trend is the increasing popularity of quasi-simultaneous
responses [19]-[22], which allow to receive position-related
information from multiple devices within a single message,
hence minimizing both delays and energy consumption.



The gap to fill. So far, research on secure UWB-based
positioning systems and the standardization activities of the
IEEE 802.15.4z working group have mostly focused on TWR,
i.e., on the bidirectional distance estimation between a pair of
devices. Unfortunately, this clashes with the increasing number
of UWB-based positioning systems moving away from TWR
in favour of more scalable approaches based on TDoA and
quasi-simultaneous responses. Securing such scalable RTLS
entails a different set of challenges compared to securing the
ranging between two nodes. Scalable UWB-based systems
are often characterized by the communication to multiple
devices at once: in order to do this, several devices share
the same secret, which is a potential attack vector Similarly,
in TDoA systems, communication is often unidirectional, as
opposed to the bidirectional data exchange in TWR sys-
tems: this has important implications on the ability to detect
and prevent replay attacks. Moreover, a tight synchronization
among anchors is required such that TDoA systems operate
correctly, which makes these systems vulnerable to attacks
on the synchronization process. On top of this, an attacker
can leverage a naive implementation of the quasi-simultaneous
responses principle to alter the TDoA estimates.

This state of affairs represents a significant problem, and calls
for a detailed analysis of the possible attacks on scalable RTLS
based on UWB technology, as well as concepts enabling the
design of both secure and scalable positioning systems.

Contributions. In this paper, we address this gap by first
analysing in depth the characteristics of scalable UWB-based
positioning systems, highlighting specific properties that set
them apart from classical RTLS based on TWR and that affect
their security. These properties include: (i) the unidirectionality
of communications, (ii) the need of synchronization between
anchors, (iii) the presence of multiple receivers for the same
message, and (iv) the transmission of quasi-simultaneous re-
sponses. We then illustrate how these specific properties can
expose scalable RTLS based on UWB technology to a number
of attacks such as replay and wormhole attacks, as well as at-
tacks targeting the synchronization phase and the use of quasi-
simultaneous responses. Based on this analysis, we devise
design guidelines to counteract the identified attacks: these
include, among others, the use of timeslots instead of chal-
lenge/response schemes, the adoption of standard-compliant
features to secure the principle of quasi-simultaneous re-
sponses, as well as the application of temporal leashes to
bound the maximum distance between two devices [27].
Specifically, this paper proceeds as follows:
o We highlight how work on secure distance estimation in
UWRB systems has mostly focused on secure TWR (§ II).
« We analyse the properties of scalable RTLS and highlight
how they have a major impact on their security (§ III).
« We carry out a security analysis of UWB-based scalable
RTLS and show their vulnerability to many attacks (§ IV).
« We present concepts to counteract these attacks (§ V).
e« We conclude the paper along with a summary of our
contributions and planned future work (§ VI).
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Fig. 1: Traditional TWR scheme between a requester and a
responder in absence (black) and in presence of advance (red)
and delay (blue) attacks on the ToA estimate. These attacks
result in a reduced and enlarged estimated distance.
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II. WORK ON SECURE DISTANCE ESTIMATION

UWB-based RTLS are traditionally based on Time-of-Flight
(ToF) measurements of packets sent between a tag and a
set of static anchors, which are then converted into distance
estimates by multiplying the ToF by the speed of light c.
The distance estimates are then used in a set of non-linear
equations to unambiguously determine the position of a tag. To
calculate the ToF, one can subtract the time at which a packet
is transmitted by a requester node (t{) from the Time-of-
Arrival (ToA), i.e., the instant t%“"EQ at which the packet is
received at a given responder. However, this only works if
both clocks are perfectly synchronized, as tiny differences in
the relative clock speed may lead to large inaccuracies.

Distance estimation using TWR. To estimate the distance be-
tween unsynchronized nodes, one typically makes use of two-
way ranging (TWR) schemes. In the latter, a requester sends
a request message (REQ) to a responder, who answers with
a RESP message, as shown in Fig. 1. By precisely estimating
the ToA and the transmission time of both packets, one can
eliminate the offset between the two clocks and estimate the
correct distance. Variants of this scheme have been the gold
standard to estimate distances using UWB systems for years.

TWR schemes make use of the traditional physical layers
(PHYSs) designed for UWB systems, which are defined by the
IEEE 802.15.4 standard. The latter defines two UWB PHYs:
the high-pulse repetition frequency PHY (HRP), based on the
IEEE 802.15.4a amendment [28], as well as the low-pulse
repetition frequency PHY (LRP), based on the IEEE 802.15.4f
amendment [29]; both making use of sequences of short pulses
of roughly 2 ns length each. These pulse sequences are used for
data transmission and for ToA estimation by exchanging pack-
ets between nodes. A packet consists of two main blocks: a
synchronization header (SHR) and a data portion. The SHR is
composed of a preamble and a start-of-frame delimiter (SFD);
the data portion consists of a physical layer header (PHR) and
a payload [30]. The preamble is employed for frame detection
and synchronization; the SFD marks the end of the preamble
and allows to derive a coarse ToA estimate [31], [32].

When using HRP PHYs, the receiver builds up a chan-
nel impulse response (CIR) estimate from the preamble by
constantly correlating the received signal with a template
version of the preamble signal. The CIR estimate characterizes



the channel and captures the first path as well as multipath
components [7]. The HRP PHY supports coherent receivers,
which estimate and use the phase information of the received
signals to build a CIR. Instead, the LRP PHY suggests to use
non-coherent receivers that are agnostic to the phase of the
received signal and hence do not use any phase information.
Although the use of both HRP and LRP PHY allows for ac-
curate distance estimations, neither the IEEE 802.15.4a nor the
IEEE 802.15.4f standard specifies how to carry out a secure
distance estimation satisfying the properties discussed next.

Properties of secure distance estimation. On a wireless
channel, any third party can easily inject signals in an effort
to manipulate the data decoding and ToA estimation process.
While attacks on data decoding can be reliably detected at
higher layers of the network stack by employing message
authentication codes (e.g., HMAC), the same does not apply
to attacks on the ToA estimation process. As illustrated in
Fig. 1, an attacker may indeed inject signals into the wireless
channel to advance the estimated ToA (t)75() at a responder
by a time ¢ 4qyance (ted dashed arrows). Similarly, an attacker
may manipulate the signals in the wireless channel and trick
the responder to estimate a ToA delayed by a time £ pe;qy (blue
dashed arrows). In both cases, by manipulating the estimated
ToA (and, consequently, the measured ToF), an attacker can
shorten or enlarge the estimated distance, resulting in a wrong
position computation. Hence, it is important to protect and
secure the ToA estimation process to ensure a correct distance
estimation. On a signal level, a secure distance estimation
procedure should satisfy three key properties:

o Entity Authentication. Solely signals from legitimate
nodes shall contribute to a valid distance estimate.

o Signal Integrity. Any attempt to manipulate signal prop-
erties shall be detected.

o Freshness. It must be ensured that a received signal is
fresh and not a replica (replay) of a previous version.

Standardization efforts. To provide secure distance estimates,
a new task group was formed to draft the IEEE 802.15.4z
amendment [33], which extends the packet format of
IEEE 802.15.4a / f to enhance the security of ToA estimates.
Although the standard is still in approved draft status, many
of its parts are becoming consolidated. IEEE 802.15.4z aims
to provide packet and PHY structures as well as concepts
to prevent distance fraud attacks, in which an attacker in-
fluences the ToA estimate during the distance estimation
process between two devices. The standard introduces two
new concepts to secure the ToA estimation: the scrambled
timestamp sequence (STS) and the ciphered sequence (CS).
The STS method, typically coupled with an HRP PHY, uses
the same correlation principle performed on the preamble.
A transmitter sends out sequences of pseudo-randomized
pulses generated from AES-128 using a shared secret be-
tween requester and responder. On the receiver side, the
received signal r(¢) is correlated with the secret sequence as
shown in Fig. 2, i.e., each received symbol is multiplied by a
value contained in the expected secret sequence and is summed
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Fig. 3: Sketch of the CS method proposed in IEEE 802.15.4z.

up to build a CIR estimate. Consequently, the latter results in
strong peaks if the sequences correlate (i.e., have the same or
inverted polarity): this is the case for the legitimate (black)
pulses shown in Fig. 2. In case malicious (red) pulses are sent
before the legitimate ones by erroneously guessing the secret
sequence, the correlation process yields weak or no peaks
in the resulting CIR. To accept a ToA estimate as authentic,
the correlation value must be above a certain threshold. The
latter must be chosen such that uncorrelated sequences are
not accepted as valid ones. Note that, if an attacker is able to
generate a (blue) pulse with the same polarity of the legitimate
one, the injected pulse will result in a peak in the resulting
CIR, which may be used in the context of cancellation or
over-shading attacks, as discussed in § IV-A.

The CS method — typically coupled with the use of an LRP
PHY - instead, directly decodes the presence or absence of
pulses into a binary sequence, and checks afterwards whether
the latter matches a known secret sequence, as illustrated in
Fig. 3. To this end, the decoding process is adjusted such that
the receiver sets the integration window (during which energy
is accumulated to decode a symbol) around the estimated
ToA of each pulse (black rectangle). Therefore, an attacker
trying to shift the ToA estimate ahead in time (red pulse) will
fail if it cannot correctly predict the secret sequence. Hence,
differently from STS (where an advancement attack results in a
low correlation), when using CS an advancement attack results
in a mismatch between the decoded and the secret sequence.

Besides the STS/CS methods proposed in IEEE 802.15.4z,
several academic efforts have presented methods to secure ToA
estimations using UWB PHYs [13], [15], [16], [34], [35].
This is done by either (i) adjusting symbol encoding such
that attackers cannot easily manipulate physical properties,
and/or (ii) by introducing techniques to check the integrity
of the received signals, e.g., detecting manipulation attempts
by analysing the strength and the variance of a received signal.

Distance bounding protocols. Methods securing the ToA
estimation, such as the STS and CS, are typically coupled with
the use of distance bounding protocols [36], [37] to prevent
replay and wormhole attacks [38]. While there are a variety
of implementations, the underlying concept behind distance



bounding protocols is the use of challenge/response schemes.
In a first step, two nodes (verifier and prover) agree on a
common secret. Subsequently, the verifier sends a challenge to
the prover, who uses the challenge and the secret to produce
a response. In a last step, the prover signs the response, such
that the verifier can authenticate it. These protocols prevent
replay attacks, since each new challenge makes use of a new
fresh value. Furthermore, these protocols prevent attacks in
which an attacker tricks the verifier to think that a prover is
closer than it actually is. Indeed, an attacker cannot create the
correct response by itself and cannot relay messages faster
than light. Distance bounding protocols also prevent attacks
in which an attacker relays messages between two nodes that
are not within their communication range, arbitrarily delaying
them. Indeed, one can set a maximum value for the distance
measurement, such that any malicious activity is detected.
Such distance bounding protocols are often integrated into
TWR schemes, as they anyway foresee the bidirectional ex-
change of REQ/RESP messages, as shown in Fig. 1. However,
in order to privilege scalability, modern positioning systems
based on UWB technology tend to move away from TWR
schemes, and hence do not make use of distance bounding
protocols. Furthermore, modern scalable UWB systems have
distinctive characteristics, as we detail in the next section,
which can result in a number of potential attack vectors.

III. SCALABLE POSITIONING

The use of TWR and distance bounding schemes in UWB-
based positioning systems has several drawbacks. First, the
need for a bidirectional data exchange between each tag and
each anchor results in a large message overhead and requires
the use of scheduling techniques for collision avoidance, which
limits the system’s responsiveness and the achievable update
rate [18]. Second, the large message overhead of TWR results
in an increased energy consumption and limits the number of
supported tags, which lowers the scalability and applicability
of such systems. Third, due to the nature of TWR and distance
bounding schemes, the privacy of tags is not preserved, as they
actively exchange messages, thus revealing their presence.

Because of this, modern RTLS based on UWB technology
are moving away from TWR-based approaches, towards more
scalable design principles [19], [20]. The latter allow to
minimize the number of exchanged packets (which enhances
responsiveness while reducing energy consumption) and to
enable a fully-passive (i.e., privacy-preserving) localization for
countless tags. These scalable RTLS are based on two key
principles: TDoA-based positioning (illustrated in § III-A), and
the use of quasi-simultaneous responses (described in § I1I-B).

A. TDoA-based Positioning

Compared to TWR-based systems, TDoA approaches do
not need to derive the ToF of a packet, but exploit instead the
difference in the arrival time of signals from two reference
points [23]. Fig. 4 shows an exemplary setup of a TDoA-based
RTLS with four anchors (A1-A4), and one tag T (note that,
in principle, an arbitrary number of tags can be supported).

To derive the tags’ position, the following steps are performed:

1) Synchronization of anchors. A reference anchor (in this
case Al) broadcasts a SYNC message to all anchors.
Based on this message, the anchors precisely synchro-
nize their clocks in the sub-ns range. This is crucial to
precisely determine the transmission time of the RESP
messages at each anchor in a later step.
TDoA estimation. The anchors broadcast a RESP mes-
sage that is received by any tag in the surroundings. Tags
can hence passively estimate the ToA of each received
RESP message using the synchronization header. By
subtracting the estimated ToA of two RESP messages,
the tags derive the estimated TDoA. In the example of
Fig.4, the TDoA between Al and A2 (A7 2) is derived
by subtracting the ToA of RESP 2 from that of RESP 1.
111) Position computation. The position of a tag is then
calculated by solving a set of non-linear equations based
on the estimated TDoA values. Note that, at this stage,
deviations in the ToA estimates (and, consequently, in
the TDoA estimates) from their true values result in
large discrepancies of the estimated position.

I7)

Hence, RTLS based on TDoA-based positioning performing
these three steps are characterized by the following properties:

o Unidirectional communications. The transmission of both
the SYNC message in step I and of the RESP messages
between anchors and tags in step /I is unidirectional.
While the use of unidirectional communications mini-
mizes the number of exchanged packets and maximizes
both scalability and update rate, it exposes these systems
to several attacks, as discussed in § IV-C.

o Multi-cast communication. The exchanged messages are
broadcasted to all surrounding anchors (step /) and
tags (step II), which means that the same message has
multiple recipients. As discussed in § IV-B, this implies
that a secret needs to be shared across multiple receivers,
which makes these systems vulnerable to malicious tags.

e Need for tight synchronization across anchors. In order
for a tag to correctly compute its position, the responses
of the anchors need to be precisely timed. This is a fun-
damental requirement of any TDoA-based system. As we
show in § IV-D, however, this also means that an attacker
can explicitly aim to break the synchronization process
in step I to affect the computed position at all tags.

The exemplary system shown in Fig.4 is often referred to
as downstream-TDoA, as the anchors sequentially broadcast
messages to the tags. In these RTLS, the position is then
estimated directly on each tag (e.g., for indoor-navigation
applications [24], [39]). Differently, in upstream-TDoA sys-
tems such as [2], the positioning process is initiated by tags,
which broadcast an initial message to the anchors, which
then compute their position. Consequently, upstream-TDoA
systems still suffer from the need to coordinate and schedule
the transmissions of multiple tags, which results in a lower
scalability and achievable tag density. Moreover, upstream-
TDoA systems do not allow a passive (and hence privacy-
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preserving) localization. Therefore, we focus only on scalable
downstream-TDoA systems in this work.

B. Quasi-simultaneous Responses

Recently, the concept of concurrent transmissions [40] was
introduced also in the context of UWB systems. Specifically,
this concept was applied to TDoA-based RTLS by enabling the
quasi-simultaneous transmission of RESP messages [19], [20].
In contrast to classical TDoA systems such as ATLAS [23],
where the RESP messages are individual responses sent
sequentially from every anchor, in recent RTLS such as
SnapLoc [20] and Chorus [19], the anchors respond almost
at the same time, such that a tag can receive all anchors’
responses within a single RESP message.

The working principle can be explained as follows. After
the reception of the SYNC message, each anchor A; is trig-
gered to transmit the RESP message after a pre-defined delay
0i = tdelay - %, Where i=1,...,N (with N being the number of
anchors) and ?ge1qy ~ 200ns: this divides the CIR into slots.
By doing so, one is able to extract the quasi-simultaneous
responses from multiple anchors using the estimated CIR
received as a single packet. The estimated CIR will indeed
contain multiple peaks (one for each quasi-simultaneous RESP
message, as shown in Fig.4). This minimizes the time during
which tags turn on their radio (resulting in a higher energy
efficiency) and enables a higher update rate.

The concept of quasi-simultaneous transmissions has re-
cently been demonstrated on off-the-shelf devices by several
researchers [20]-[22]. However, existing works have mostly
focused on developing prototypical implementations, without
discussing how to make this principle secure and investigating
potential attacks. As we discuss in §IV-E, when applying
IEEE 802.15.4z security principles to quasi-simultaneous re-
sponses, one faces the fact that all anchors need to transmit
the same secret in order for a message to be correctly demod-
ulated, which opens the door to many attacks.

IV. SECURITY ANALYSIS OF TDOA-BASED POSITIONING

The scalable systems we just described in § III have distinc-
tive characteristics that set them apart from TWR-based RTLS
and to all other approaches on which the existing literature on
secure UWB positioning has focused. Therefore, we carry out
next a detailed security analysis of TDoA-based positioning

systems and highlight the vulnerabilities deriving from the use
of multi-cast communication (§ IV-B) and unidirectional com-
munications (§ IV-C), from the need of tight synchronization
across anchors (§ IV-D), as well as from the adoption of the
quasi-simultaneous responses principle (§ IV-E).

As in other secure UWB works, in our analysis we consider
the Dolev-Yao model [41], where an attacker can receive
and inject pulses from/into a wireless channel, but cannot
block pulses. We do not consider attacks aiming to physically
damage or manipulate a tag. We start our analysis in § IV-A
by examining common attacks on ToA estimation, as this is
a prerequisite for a correct TDoA estimation (see § III). Note
that all attacks on ToA estimation presented in § IV-A also
apply to positioning systems based on TWR.

A. General Attacks on ToA Estimation

A large body of literature describes attacks on ToA es-
timation in pulse-based UWB systems [35]. Attacks can be
coarsely classified as ToA-advancement and ToA-delaying
attacks, which aim to shift the estimated ToA ahead or to
a later point in time, respectively.

1) Cicada attack (ToA-advancement): Advancement at-
tacks in which an attacker sends pulses in order to cause
artefacts in the CIR estimate and thus influence the ToA
estimation are often referred to as cicada attacks [35], [42].
In the examples shown in Figs.2 and 3, this corresponds to
the case in which an attacker blindly injects the red pulses.
As discussed in §II, both the STS and the CS methods
allow to prevent this kind of attacks, as they result in a low
correlation (STS) or in a mismatch between the decoded binary
sequence and the secret sequence (CS). Similar to the STS
method, other schemes propose the use of random preamble
sequences which sum up to zero, so that wrong pulses cancel
out [35]: these schemes also allow to prevent this attack.

2) ED/LC attack (ToA-advancement): When using redun-
dancy on a symbol level to enhance robustness, UWB systems
may be exposed to the so-called early-detect late-commit
(ED/LC) attack illustrated in Fig.5 (top). Imagine, for exam-
ple, that a logical ‘1’ is sent as a sequence of consecutive
pulses. An attacker could quickly detect the value of a symbol
by observing the first few legitimate (black) pulses in an early
detect (ED) phase, and then send the upcoming pulses in
advance (red) in a late commit (LC) phase. This way, the
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Fig. 5: Illustration of the ED/LC attack (top), and of an attack

on quasi-simultaneous transmissions (bottom).

estimated CIR will contain early peaks leading to an advanced
ToA estimate. The use of both STS and CS prevents this kind
of attacks, as both methods use only one pulse per symbol. In
general, to mitigate this attack, one can also use short symbols,
such that an attacker cannot react fast enough. This, however,
would have an impact on the bit error rate, which increases
due to the reduced number of pulses per symbol. The authors
in [16] suggest to still use multiple pulses per symbol, but
to randomize the symbol-to-pulse encoding based on a shared
secret, such that an attacker cannot predict the next pulses.
3) Power increasing attack (ToA-advancement): In UWB
systems making use of symbol spreading, an attacker can
steer the energy injected for each pulse to perform power
increasing attacks. In the example shown in Fig. 2, the attacker
needs to guess the polarity of the first symbol. If its guess
is wrong, the attacker can increase (e.g., double) the energy
used to inject the next guessed pulse. If the guess is correct,
the use of pulses with increased power allows to cancel out
the previous (erroneous) guess, which will alter the estimated
ToA in the derived CIR accordingly. While the IEEE 802.15.4z
standard leaves the mitigation of this attack up to the radio
vendor, several methods to prevent this attack on correlator-
based systems are proposed; among others by limiting the
received pulse energy, such that each pulse can only contribute
the same amount of energy [35]. The CS method is immune
to power increasing attacks, as it uses one pulse per symbol
and decodes the presence or absence of pulses into a binary
sequence: therefore the first erroneous guess already leads to a
mismatch with the secret sequence. When using more than one
pulse per symbol, one can compute the variance of the pulse
energy [34], or randomize the pulse-to-symbol encoding to
make it impossible to reliably inject the desired energy [15].
4) Cancellation attack (ToA-delaying): An attacker send-
ing timely pulses with opposite phase can perform a signal
cancellation attack [13]. In the examples shown in Fig.2
and 3, an attacker would essentially cancel out all the black
pulses and re-send them later in the form of a blue pulse to
successfully delay a ToA estimate. To this end, the attacker
must know the exact position of the victim’s antenna, the
phase offset of the sender’s carrier signal, as well as the
pulse sequence, which makes this attack rather unlikely. UWB
systems based on the HRP standard are vulnerable to this
attack, as they use well-known preambles for both packet
detection and synchronization. Non-coherent (phase-agnostic)
radios, instead, can mitigate this attack, as a complete pulse
cancellation is infeasible when using a random sequence of
[0,1] in combination with randomized carrier phase [15].

5) Over-shading attack (ToA-delaying): Another attack that
delays the ToA estimate is over-shading, which aims to
make the original signal insignificant by re-sending a delayed
version that is much stronger. When performing an over-
shading attack in the exemplary scenarios shown in Fig.2
and 3, the blue pulses will be injected with a much higher
energy than the original (black) ones. If this is the case, the
original black pulse will no longer be recognized as a first
path and the ToA estimate will be delayed accordingly. While
the IEEE 802.15.4z does not give guidelines on how to handle
this attack, it is in principle possible to detect an unusually
high energy with a high-resolution ADC [15], [31].

B. Attacks deriving from the use of Multi-Cast Communication

As discussed in §III, when using downstream-TDoA sys-
tems, an anchor sends the same RESP message to multiple
tags: this has important implications when implementing a
secure communication based on IEEE 802.15.4z.

When using the STS method, a secret has to be known prior
reception of a message to allow for an efficient correlation
without the need to store the entire pulse sequence. Therefore,
the secret needs to be shared in advance with all potential
recipients of a message. In RTLS where mobile tags dynam-
ically join the network at runtime, however, this is highly
undesirable. Indeed, if an anchor provides to a tag E the
same secret used to communicate with the other tags, and F
turns out to be malicious, all tags are exposed to advancement
attacks. This would not be the case when using TWR schemes,
as communication only takes place between a pair of devices,
which allows to share a secret on an individual basis.

The same problem applies to other methods such as [13],
[15], [16], [34], [35]. Indeed, these methods also require
knowledge of a secret prior message reception: either for
secure signal authentication, or to make use of additional
symbol spreading (which implies prior knowledge of the secret
used to hide the symbol-to-pulse encoding).

Instead, when using the CS, a receiver directly decodes the
presence or absence of pulses into a binary sequence, which is
later matched with a secret sequence (see Fig. 3). This enables
a transmitter to send a message and only reveal the secret
afterwards (e.g., by signing the message at the end). This
way, the secret does not need to be shared in advance with all
potential receivers, which prevents advancement attacks.

C. Attacks due to the use of Unidirectional Communications

As described in § III, modern RTLS make heavy use of
unidirectional communication in an attempt to increase energy
efficiency and the achievable update rate, while preserving
the privacy of tags. When exploiting unidirectional commu-
nications, however, one is unable to reuse distance bounding
and challenge/response schemes, which are a fundamental
principle of secure UWB distance estimation as discussed in
§ II: this exposes the system to replay and wormhole attacks.

Replay attacks. A classical attack in computer networks is the
replay attack: an attacker records a legitimate message and
sends it at a later point in time. Since the recorded message is



authenticated, the receiver (victim) deems the replayed version
as legitimate. In the scenario shown in Fig. 4, this would result,
for example, in a tag being unable to distinguish whether the
received RESP message is an original or replayed version.
This is a problem, as the attacker is then able to perform both
advancement and delaying attacks on the ToA by replaying the
message at any point in time. When using distance bounding,
this situation is prevented by having the tag itself send a
new challenge (nonce) for each message, which only anchors
possessing a secret can convert into a valid response, and by
ensuring that the response time from the anchor is bounded.
Moreover, with unidirectional communications one cannot
abort the distance estimation process if the first pulses of a
message do not lie within an expected time window, as there
is no common time-base with the transmitter [13].

In principle, a tag can prevent a replay attack by refusing
a message containing a previously-used nonce: this, however,
would assume that all previous messages sent by an anchor
were correctly received. If an attacker is able to prevent the
reception of a legitimate message at a tag', then it can still
perform advancement or delaying attacks on the ToA by later
replaying that message at any time, without being noticed.

Note that a similar problem affects the SYNC messages sent
by the reference anchor, which can results in attacks to the
synchronization procedure, as described in § IV-D.

Wormhole attacks. The ability of a malicious entity to perform
a relay attack, where messages or signals are recorded in an
area of a network and tunnelled into another area (outside
the communication range), is often referred to as wormhole
attack. When using bidirectional schemes such as TWR and
distance bounding, one can mitigate this attack by setting a
maximum upper bound dppe- On the estimated distance that
is proportional to the maximum communication range. If two
nodes are within dypper, it is assumed they can hear each
other directly. If they are further away and an attacker relays
packets, the estimated distance d violates the dypper bound.
When using unidirectional communications, however, nodes
cannot measure the distance d to the other node and, therefore,
are unable to constrain the distance.

D. Attacks on the Synchronization Process between Anchors

As illustrated in Fig. 4, state-of-the-art TDoA-based systems
make use of one-way SYNC messages to synchronize the
clocks between anchors and to trigger the transmission of
RESP messages. Thus, a malicious entity can directly attack
the infrastructure by exploiting the unidirectionality of the
synchronization process, which makes the system vulnerable
to replay and relay attacks in the same way as highlighted
in §IV-C. Attacks on the synchronization process, however,
have a much more profound impact: while the attacks pre-
sented in § IV-C target specific tags, by playing havoc with

'An attacker has several options to impair the reception of a message.
(1) It can “spam” the victim by sending a well-formatted packet, keeping the
victim’s radio busy decoding unwanted messages. (2) It can generate noise
and “jam” the channel. (3) It can send strong signals that prevent an UWB
radio from decoding a consistent CIR estimate across different parts of a SHR,
which results in the corresponding message being discarded [43].

the synchronization of an anchor, an attacker can affect the
estimated TDoA values (and consequent distance estimates)
of all surrounding tags. For example, an attacker can make
use of directional antennas to individually control the 414y
time of an anchor, affeting the resulting TDoA at its own will.
Moreover, in this context, the position of the anchors is often
static and precisely known, which makes signal cancellation
attacks as described in § IV-A more likely to succeed.

E. Attacks exploiting Quasi-Simultaneous Responses

In modern RTLS using quasi-simultaneous responses, an-
chors send the same packet (and hence the same preamble),
only slightly delayed, to generate multiple peaks in the CIR
and let surrounding tags estimate the TDoA from all anchors
with a single message reception (see § III-B). This results in
a potential attack to the tags, as illustrated in Fig.5 (bottom).
The attack principle is similar to that of the ED/LC, where
the use of redundant pulses gives an attacker the possibility
to inject the upcoming pulses once the first legitimate ones
are observed. When using quasi-simultaneous transmissions
on HRP radios, even though only one pulse per symbol is used
(e.g., with the STS method), one ends up with multiple pulses
per symbol, as the (slightly delayed) reply of each anchor will
generate an individual pulse. An attacker can hence detect the
pulse polarity coming from the first anchor (black) and send
the pulses of the next anchors in advance (red). This allows to
manipulate the TDoA estimates, since an attacker can precisely
advance the ToA of all anchors except the first one.

V. DESIGN GUIDELINES

Based on the analysis in § IV, we now present several con-
cepts to secure modern TDoA-based UWB RTLS. We start by
securing the synchronization process between anchors (§ V-A).
We then let each tag synchronize to the location infrastructure
by carrying out a secure TWR (§ V-B). This way, the anchors’
timestamps can be used to generate time-dependent secrets
preventing replay attacks. Moreover, we add temporal and geo-
graphical leashes protecting against wormhole attacks (§ V-C),
and adapt IEEE 802.15.4z standard-compliant features to se-
cure quasi-simultaneous responses on HRP radios (§ V-D).

A. Secure Synchronization between Anchors

As discussed in § IV-D, the use of one-way SYNC messages
to synchronize the clocks between anchors exposes the system
to several attacks. For this reason, we propose to secure the
synchronization process between anchors by using a three-
way handshake prior each localization round, as illustrated
in Fig. 6. Specifically, we assume that all nodes belonging to
the location infrastructure (i.e., the reference anchor A; and
all other anchors) share the same secret, which they use to
perform a secure three-way handshake. We also assume that all
nodes in the location infrastructure know their exact locations
beforehand, e.g., this is hard-coded during deployment.

During the three-way handshake, the reference anchor A;
first transmits an authenticated message M; to all other an-
chors using the techniques described in § II. Anchors A; — Ay
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Fig. 6: Scheme securing the synchronization between anchors.

respond sequentially to M;: this way, A; can estimate each
distance and make sure that it matches the expected one (i.e.,
that no attacker has manipulated the ToA of M; — My).
Thereafter, A; broadcasts a message M; to all anchors to
trigger the transmission of the RESP messages, i.e., M5 is
functionally equivalent to a SYNC message in Fig.4. Anchors
A, — A, make use of this last message to detect any manip-
ulation of My — M5: to this end, they compare the estimated
distance from A; to the true one. An attacker who introduces a
AT during any of the message exchanges will also introduce
an error in the calculated distance estimate d > d: if this
is the case, the localization round is aborted. Note that all
messages are exchanged among anchors, which are typically
wall-powered: hence, no extra energy is consumed on the tags.

B. Secure Synchronization between Tags and Infrastructure

We propose to synchronize all tags to the location infrastruc-
ture (anchors) in order to enable the creation of time-dependent
secrets used to protect the ToA estimates. Essentially, time is
split into time-slots: each tag joining the RTLS carries out
a secure TWR with one of the anchors to synchronize its
clock. Prior to this, tag and anchor should mutually verify their
authenticity and exchange all necessary secrets to perform
secure TWR: we assume this to be done using common public
key infrastructure schemes. Depending on the PHY scheme
used to secure the distance estimates, one may also need
to exchange a shared secret during the TWR to be able to
receive secure RESP messages during the TDoA estimation.
As discussed earlier, when using the STS method, a secret
has to be shared before the reception of a message to perform
correlation without the need to store the received signal.
Therefore, during the TWR, the anchor informs the tag about a
secret seed kgrg that is used to encode all the RESP messages.
In contrast, when using the CS method, no secret needs to be
shared by the anchor in advance, as discussed in § IV-B. Note
that the synchronization between tags and infrastructure is, in
principle, only carried out once when the tag joins the network,
as shown in Fig.7. Indeed, as we will see in § V-C, each tag
implicitly reuses subsequent localization rounds to maintain a
clock synchronization to the location infrastructure.

C. Secure TDoA and Position Estimation

We exploit the synchronization between tags and anchors
to address the attacks deriving from the unidirectionality of
RESP messages highlighted in § IV-C. To this end, all actions
during a localization round occur within given timeslots of
pre-defined size, as shown in Fig.7. When an anchor re-
ceives the last message of a three-way handshake (M5), it
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i
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¥

Fig. 7: Secure TDoA and position estimation by exploiting the
synchronization between tags and location infrastructure.
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generates a RESP message by encoding the current timeslot
information : this way, a tag can verify the freshness of a
message and prevent replay attacks. Specifically, when using
the STS method, one can generate a RESP message embedding
a distinct sequence for each timeslot ST'S; = 6(i,ksrs), with
f being an AES-128 random key generator, ¢ the current
timeslot, and kgspg the secret seed shared previously. When
using the CS method, instead, one can generate a RESP
message embedding a distinct sequence C'S; for each timeslot,
which is created with a random nonce r; that is signed using
a combination of the current timeslot 7, the nonce r; itself,
and the anchor’s private key. A tag either pre-computes the
sequence ST'S; and decodes the RESP message accordingly,
or it first receives the message, extracts C.S; as well as r;,
and later verifies its correctness using the current timeslot
info. Note that, after receiving a message, a tag should discard
every subsequent message received in the same timeslot. Tags
should also actively detect attempts to impair the reception of
a message (e.g., cancellation, jamming, or over-shading) and
interrupt a localization round in case of a suspected attack.

The tight synchronization between tags and anchors result-
ing from the initial TWR can also be exploited to establish
temporal leashes protecting against wormhole attacks. Essen-
tially, by embedding the anchor’s transmission time in the
RESP message during the first localization round after the
initial TWR, the tag can derive the ToF (and hence the distance
to the anchor). If this distance is too large (i.e., it is beyond
the communication range), the tag discards the message, as it
was likely relayed by an attacker. After performing this step
for all anchors, the position of the tag is calculated. A tag can
then re-synchronize to the location infrastructure by deriving
the ToF using the newly-computed position and the known
position of the anchor; this value is then subtracted from the
original transmission time of a RESP message to compute the
clock offset. In any subsequent localization round, tags rely
on geographical leashes [38] by using an approximation from
the last computed position in order to exclude any message
received from anchors that are too far away.

Therefore, the TWR procedure described in § V-B is only
carried out once: this allows, among others, to maximize a
tag’s privacy. A tag should proactively make sure that the
synchronization with the location infrastructure is maintained
across multiple localization rounds. Should a tag detect an ex-
cessive drift (e.g., by means of guard times between timeslots),
it should re-trigger the synchronization procedure accordingly.
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D. Secure Quasi-Simultaneous Responses

As discussed in §IV-E, RTLS making use of quasi-
simultaneous responses are vulnerable when multiple anchors
send the same STS. To prevent these attacks, we propose the
use of multiple STS. Specifically, the IEEE 802.15.4z standard
foresees the possibility to send up to four sequential STS
within the same message, as partially shown in Fig.8 with
only two anchors responding. One can reuse this feature to let
each anchor respond using an individual STS within one of
four available slots. To comply with the timeslots introduced
in § V-C, we allow for up to four different STS in one timeslot
i, i.e., we now have ST'S; , where n is the anchor number
and ¢ is the timeslot. The generation function for the STS has
to change accordingly to account for that 6=(i,ks7g,n). A tag
that receives a packet within a given timeslot ¢ configures its
correlator first to decode ST'S; 1, afterwards ST'S; 2, and so
on. This way, the attacker cannot use the pulse emitted from
the first anchor to infer the pulses of the other anchors.

VI. CONCLUSIONS AND FUTURE WORK

In this paper we have highlighted why the body of work on
secure UWB positioning systems is not applicable to modern
RTLS based on TDoA and quasi-simultaneous transmissions,
which mainly target scalability. After breaking down the
properties of such scalable systems, we have highlighted how
they are vulnerable to several attacks, and proposed possible
countermeasures. Our analysis and guidelines serve as an input
for the next revisions of the IEEE 802.15.4z draft standard,
towards a generation of secure and scalable UWB systems.
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