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Abstract
Voice-based Speaker Identification (SI) can be framed as the problem
of Closed-Set Speaker Identification (CSSI), recognizing a speaker
from a known set, or OSSI, additionally recognizing unknown
speakers. Precise and accurate Open-Set Speaker Identification
(SI) can enable a variety of applications, ranging from human pres-
ence detection to authentication. Existing SI solutions are typically
driven by deep learning approaches, which involve computation-
ally demanding models often running in cloud back-ends. Enabling
local SI models running directly on resource-constrained embed-
ded devices can enable new use cases while preserving speaker
privacy. In this work, we fill this gap and present SPIDER, a light-
weight, on-device CSSI and OSSI solution capable of running on
the off-the-shelf Nordic nRF52840 and nRF5340 system-on-chip
microcontrollers, which feature as little as 256 and 512 kB of RAM,
respectively, and 1MB of flash memory. SPIDER is 16x-67x smaller
than currently-available SI models, and yet, the 16x smaller version
achieves a comparable accuracy of 94.33 % for CSSI and 91.8% for
OSSI. Our evaluation across multiple datasets confirms the viability
of performing accurate SI directly on resource-constrained embed-
ded devices using only low-cost microphones. To foster further
research and development, we open source our implementation of
SPIDER, empowering the community to explore new SI use cases
where cloud connectivity or backhaul infrastructure is impractical
or undesirable.

CCS Concepts
• Computer systems organization→ Embedded software; •
Computing methodologies→ Speech recognition.
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1 Introduction
Speaker Identification (SI) is the process of identifying who is speak-
ing within a given audio signal. SI may consider Closed-Set Speaker
Identification (CSSI), where the speaker is one out of a set of known
speakers, or Open-Set Speaker Identification (OSSI), where the
speaker may be either known or unknown to the system.

Although OSSI considers speakers that are unknown to the sys-
tem and thus also covers use-cases addressed by CSSI, the use of
either an OSSI or CSSI approach depends primarily on the desired
performance of the SI solution. For example, one could employ CSSI
to identify who is speaking, when, and for how long in a meeting.
For convenience, speakers should be identified quickly, while occa-
sional misidentification is acceptable. In contrast, if one considers
an authentication and access control system based on OSSI, misiden-
tification is concerning, even if it occurs rarely. Convenience may
be less of an issue in this setting, where the cost of processing
additional speech samples shall be preferred to misidentification.

SI and particularly OSSI could enable many novel applications if
they could be executed directly on resource-constrained embedded
devices, rather than relying on edge or cloud processing. Such use
cases include tracking individuals in a meeting room, inferring
interaction profiles in smart home systems or smart earbuds like
the OpenEarable v21, and authentication to control access to de-
vices or areas, e.g., allowing to start a communication channel on
smart earbuds or unlocking a smart bike lock. Some of these appli-
cations need a solution running on tiny microcontrollers, e.g., the
OpenEarable v2 houses an nRF5340 SoC or smart bike lock, while
other applications can be run on a Raspberry Pi or similar class
of device. However, they would still require a connection to the
power grid or a very large battery to run for an extended period of
time. This entails a more limited freedom of use, more installation
requirements, and additional regulations for companies to adhere

1https://open-earable.teco.edu
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to. For this reason we require a very small CSSI and OSSI solution
that can run on resource-constrained embedded devices that have
500-15625 times less RAM than traditional Raspberry Pis.
Limitations of existing works. Unfortunately, current SI ap-
proaches typically rely on computationally-demanding Deep Learn-
ing (DL) models [16]. Although these models can be highly accu-
rate to within the 99th percentile [4], their memory and processing
demands make them unsuitable for small devices. Many existing
works target larger devices like Raspberry Pis, and focus only on
the related speaker verification task [1, 30] or only on CSSI [4, 13]
that have access to sophisticated USB microphones. TinyCNN [32]
does run CSSI, but not OSSI, on resource-constrained embedded
devices, and provides performance metrics only for 10 speakers.
Consequently, there are no detailed studies available that show the
performance of CSSI and OSSI on resource-constrained embedded
devices. Hence, we aim to answer the research question: is CSSI,
and especially OSSI, feasible using cheap but ubiquitous PDM micro-
phones, and the limited processing capabilities and limited memory
of resource-constrained embedded devices?
Contributions. We present SPIDER (SPeaker IDEntification on
Resource-constrained devices), an open-source2, lightweight, on-
device CSSI and OSSI solution capable of running on any platform
able to run TensorFLow Lite for microcontrollers, has access to a mi-
crophone, and offering as little as 256 kB of RAM and 1MB of flash
memory, which we demonstrate on the Nordic nRF5340 System-on-
Chip (SoC) featuring only 512 kB of RAM and 1MB of flash memory
and the Nordic nRF52840 SOC featuring 256 kB of RAM and 1MB
of flash memory. Our work bridges the gap between advanced DL
models for SI and the limitations of embedded hardware. Our target
platforms, the nRF52840 and nRF5340, have ∼10 times less memory
than is typically required by state-of-the-art models. We explore
how model size can be reduced without significantly sacrificing ac-
curacy, and assess the performance of these reduced models in both
CSSI and OSSI tasks to demonstrate their feasibility for real-world
applications. We also provide a dataset through which we illustrate
and showcase these real-world applications in a practical context.

To illustrate the capabilities of SPIDER, we highlight one single
data point of our study, tested on a real-world dataset that we collect
to show an example of on-device authentication. Using an nRF5340,
we can identify the speaker with an accuracy of 91.8 %, while achiev-
ing a False Rejection Rate (FRR) of 4.4 % and a False Acceptance Rate
(FAR) of 4.9 %. This data point represents an application where FRR
and FAR are kept as balanced as possible.

Our main contributions can be summarized as follows:
• Through detailed ablation studies using a reversed com-
pound scaling approach, we reduce the size of state-of-the-
art models (such as the MobileNetV2 [4], ResCNN [33], and
xResNet18 [14]) in a structured manner. This extends the
works of [27, 31], who focus on image classification tasks,
to the challenging OSSI task with 32 and 630 speakers in
resource-constrained embedded devices.

• We study in detail three essential aspects of SPIDER:
(i) Pre-processing: while modern SI solutions usually process
the recorded waveforms directly, this entails more computa-
tions to handle the larger input space. Hence, we also explore

2Link to SPIDER’s GitHub repository can be found under https://iti.tugraz.at/spider.

Mel-frequency Cepstral Coefficients (MFCC) and Log Mel
Spectrogram (LMS), which both reduce the input space. We
show that LMS is preferable, achieving the best trade-off
with over 91.8 % OSSI and CSSI accuracy and needing 1.99 s
to process a 1 s audio sample with a model that is shrunk 16
times from its original size.
(ii) Consensus: to increase OSSI performance, we propose a
consensus threshold among consecutive speech segments.
This allows us to reduce the false acceptance rate by reject-
ing only partially matching speakers.
(iii) Sample length: we consider the impact of the audio
sample’s length on training and inference. To enroll a new
speaker, a minimum of 13.4 s should be added to the training
set and at least 2-5 s should be recorded to test a speaker.

• We showcase how the output and consensus thresholds can
be used to tune SPIDER either towards more lenient or more
strict security use-cases. For strict OSSI, the FAR is limited
to 0.81 % and FRR equals 12.1 %. For lenient OSSI, the FAR is
allowed to be 18.2 %, which reduces the FRR to 2.3 %.

• We release the SPIDER implementation as open-source2 soft-
ware, enabling the community to investigate novel SI appli-
cations. In addition, we collected and make publicly available
our real-world dataset3 with 32 test subjects, and evaluate it
with SPIDER using a Nordic Thingy:53 (housing an nRF5340
SoC) using a Pulse Density Modulation (PDM) microphone.
We evaluate performance and other key factors such as stor-
age, energy, and runtime on our real-world dataset, as well
as on two publicly available datasets with 630 test subjects.

Paper outline. The remainder of this paper is organized as fol-
lows. Section 2 provides the necessary background and outlines
related work. Section 3 discusses our methodology. Section 4 de-
scribes the shrinking of the selected models and the feasibility of
their deployment on a resource-constrained embedded device. Sec-
tion 5 considers real-world constraints and evaluates the role of the
speech length for training and testing, as well as SPIDER’s runtime
and energy consumption. Section 6 discusses how our approach
enables new use-cases. Section 7 concludes the paper, along with a
discussion of future work.

2 Background and Related Work
2.1 Speaker Recognition
Speaker recognition is a broad field that involves determining or
verifying a speaker’s identity based on their voice. This could be
Speaker Verification (SV) or SI in form of CSSI or OSSI [2]. In this
work, we focus on SI and OSSI.
Speaker verification (SV) is the process of confirming a speaker’s
claimed identity based on their voice. A voice sample is matched
against a specific voice profile of the claimed identity.
Speaker Identification (SI) is the general process of identifying
who is speaking in a given audio signal. If the number of speakers
to be recognized is 1, then SI becomes SV.
Closed-Set Speaker Identification (CSSI) or in-set identification
is the process of determining who is speaking from a set of known
enrolled speakers by comparing a given voice sample against a set

3Link to open-source dataset can be found under https://iti.tugraz.at/spider.

https://iti.tugraz.at/spider
https://iti.tugraz.at/spider


SPIDER: Lightweight Speaker Identification on Resource-Constrained Embedded Devices SenSys ’26, May 11–14, 2026, Saint Malo, France

of enrolled speakers and selecting the best match. It is assumed
that the incoming voice sample always belongs to one speaker in
the set of enrolled speakers.
Open-Set Speaker Identification (OSSI) is based on CSSI, but
allows also for the possibility that the speaker might not be from
the pool of enrolled speakers. In such cases, it can reject the speaker
as unknown. In OSSI, an incoming voice sample is first analyzed to
determine whether it is accepted as an enrolled speaker (in-set) or
is rejected to be out-of-set (unknown), and is only identified if it
has been accepted.

2.2 Speaker Recognition Models
SI algorithms have evolved significantly over the years, leveraging
different machine learning techniques. Traditional methods often
relied on Gaussian mixture models and hidden Markov models to
model speech features [22, 24]. However, recent advancements have
introduced deep neural networks, which gained attention due to
improved performance [16]. Techniques like i-vectors and x-vectors
have become popular for extracting speaker-specific features, while
convolutional neural networks and residual neural networks en-
hance performance by handling temporal and spectral variations
in speech [17, 25]. Hybrid approaches that combine these networks
are also being explored to enhance performance by combining the
benefits of both systems [11, 29]. ECAPA-TDNN [7] incorporates
Res2Net modules and Squeeze-and-Excitation (SE) blocks to obtain
robust speaker embeddings. The Enhanced Res2Net (ERes2Net) [6]
architecture, originally used for SV introduces Local Feature Fusion
(LFF) within residual blocks and Global Feature Fusion (GFF) across
scales, generating discriminative embeddings suitable for other
speech-related tasks. Also transformer models such as WavLM [5],
Whisper [9], and Wav2vec [10] provided improved performance for
speaker recognition tasks due to their contextual representation
capabilities.

In addition to improving the accuracy of models for SV and SI,
the research community has also looked at reducing the complexity
of these models with the aim to execute these on smaller platforms
such as Internet of Things (IoT) or mobile devices.

Georgiev et al. [13] developed a multi-task learning framework
for optimizing deep audio models by selectively sharing hidden
layers across related tasks with the objective of reducing resource
usage on embedded devices. Although CSSI is across the tasks
considered in this work, the targeted platform is a Qualcomm Snap-
dragon, which is significantly larger than the nRF5340 we consider.
Sandler et al. [23] introduce MobileNetV2, a small mobile con-
volutional neural network that performs well in many different
tasks using inverted residual structures. Nunes et al. [4] adapted
MobileNetV2 to create the AM-MobileNet1D model for speaker
recognition. They report a model size of 11.6MB of flash memory,
which is more than one order of magnitude larger than the memory
available on of the nRF5340 platform we target in SPIDER. More-
over, this work focuses exclusively on SV and CSSI, leaving OSSI
out of scope. Velez et al. [30] design a lightweight model for SV, but
the model size is large (several MB) and is therefore not suitable for
the nRF5340 platform, which only embeds 1MB of flash memory.
Balian et al. [1] provide a model for SV that targets a Raspberry
Pi 3B with 1GB of RAM. TinyCNN [32] introduces an optimized

Convolutional Neural Network (CNN) architecture designed to op-
erate efficiently on resource-constrained devices such as the ESP32
microcontroller with 320 kB of RAM and 4MB of flash memory.
However, this work only evaluates 10 speakers to be identified in a
CSSI setting and OSSI is not considered. We consider OSSI and up
to 630 speakers.
In summary, existing work focusing on execution of SI has mainly
focused on SV and CSSI, and did not consider OSSI, which is crucial
to identify, and accept or reject unknown speakers. Existing work
also predominantly relies on existing available datasets such as
TIMIT [12], which contain audio recorded using high-end micro-
phones, whereas we also show the performance of SPIDER when
using an off-the-shelf embedded platform embedding an inexpen-
sive PDM microphone. To this end, we record our own real-world
dataset, and provide it open-source3.

2.3 Pre-Processing and Feature Extraction
Speech is either provided as rawwaveform to an SI model or it is pre-
processed to extract features which are then used as model input.
Pre-processing aims to reduce the model input size and, in turn,
the model itself. Commonly employed pre-processing techniques
are MFCC and LMS, which we use in this work. For simplicity, we
also refer to the raw waveform as a pre-processing technique.
Waveform. We directly use the raw, but normalized, waveform as
input to the model without any further pre-processing.
Mel-Frequency Cepstral Coefficients (MFCC). Introduced by
Davis and Mermelstein in the 1980s [8], it is among the most widely
utilized low-level features extracted for speech processing applica-
tions. The Mel scale provides a more accurate representation of the
human auditory system’s response and the steps are as follows: (i)
Pre-emphasis followed by framing and windowing (Hamming or
Hanning); (ii) The power spectrum of frames are obtained using
N-point Fast Fourier Transform (FFT); (iii) The power spectrum is
passed through Mel filter banks [21]; (iv) Discrete Cosine Trans-
form (DCT) on the logarithm of the filter bank energies and MFCCs
correspond to the amplitudes of the resulting spectrum.
Log Mel Spectrogram (LMS). In MFCC, the DCT reduces feature
correlation, allowing representation with fewer coefficients (typi-
cally 12-13) instead of the 20-40 used in Mel filter banks. LMS are
the log energies obtained from Mel filters, which are then trans-
formed using DCT to derive MFCCs. LMS are often preferred in
deep learning models, as they preserve spatial relationships within
the spectral domain [19].

3 Methodology
We target device classes that have roughly one order of magnitude
less memory available than existing models, such as the nRF5340
SoC.We also evaluate how far we can shrink the model and evaluate
the even smaller nRF52840 SoC (Section 3.1). In order to produce
an SI model with small memory footprint, we select promising
candidate models that we then shrink using a reverse compound
scaling approach (Section 3.2). This approach allows us to pick the
most suitable model for a specific device, i.e., for a given amount of
RAM and flashmemory on the device (Section 3.3). The models with
the highest CSSI accuracy for each device can then be tuned using
thresholds to differentiate in-set and out-of-set speakers. These
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thresholds need to be parametrized depending on the target use
case (Section 3.4). We use three datasets to evaluate models: two
publicly available and our own real-world dataset recorded on a
Nordic Thingy:53 running an nRF5340 SoC (Section 3.5).

3.1 Target Devices
We do not aim for large embedded devices, such as Raspberry Pis,
but for resource-constrained devices powered by small batteries.
However, we do need to be able to run TensorFlow Lite for micro-
controllers, have access to a microphone, and have enough RAM
to store and process the recorded audio and to run inference, and
enough flash memory to store the model, limiting how small of
a device can be chosen. Our search revealed the nRFThingy:53
IoT prototyping platform that comes with a PDM microphone as
well as a ready-to-use software pipeline using EdgeImpulse4 to
collect our own dataset, housing an nRF5340 SoC that is growing
in popularity. Therefore, we target the nRF5340 SoC as well as its
smaller counterpart the nRF52840 SoC to show the generality of
our solution for two distinct devices: (i) the nRF52840 has 256 kB
of RAM and 1MB of flash memory and has a 64 MHz Cortex-M4;
(ii) the nRF5340 SoC has 512 kB of RAM and 1MB of flash memory
and has a 128 MHz Arm Cortex-M335. Assuming that we use full
integer quantization, each model parameter would be stored in 1
Byte. This allows us to estimate the model size in flash memory.
However, the final memory requirements for RAM and flash of a
model depend on the target architecture, compiler settings, and
TFLM optimizations. We opt to first filter out clearly unsuitable
models by estimating the flash memory size of the models, and to
then deploy hand-selected models on our target platforms to report
their actual memory requirements.

3.2 Candidate Models
We employ established state-of-the-art models as baselines for eval-
uating our proposed solutions. We select potential SI models from
a large pool (see Section 2.2) based on factors such as high CSSI
accuracy, limited memory, low latency, and minimal energy con-
sumption. Large models such as ECAPA-TDNN (∼25 MB) [7] and
ERes2Net (which is even larger) [6] are not considered in this work.
Therefore, we choose two of the smallest models that have been
used for SI tasks; the AM-MobileNet1D (∼12MB) [4] (based on
MobileNetV2) and xResNet (∼12MB) [14] (an updated version of
the ResNet). We also select the ResCNN (∼1.2 kB) [33] that has not
been used for SI, yet it is a 10x smaller than the other two models
and has achieved promising results across multiple fields.
MobileNetV2 [4] is chosen as its architecture is explicitly designed
for mobile and embedded use. It employs depthwise separable con-
volutions, which drastically reduce both the number of parameters
and computational cost compared to standard convolutions, making
it highly efficient for real-time inference in low-resource environ-
ments. It is a compact model designed to run on mobile phones
and is one of the smallest (∼12MB) that has been used for SI so far.
Nunes et al. [4] adapted it to use 1D data and additionally use an

4https://edgeimpulse.com
5The nRF5340 SoC also has a second networking core with half of the memory and
clock frequency, but it is not used in our evaluation.

additive margin (AM) softmax loss function. In our case, we consis-
tently obtain 1-5% better accuracy scores with the Cross -Entropy
Loss (CEL) compared to the AM softmax, and hence, we opt to use
a standard CEL.
xResNet18 [14] is a versatile convolutional network that uses resid-
ual connections to improve optimization in deeper layers. It is a
modified version of ResNet models, which in general help to main-
tain accuracy even if the network is compressed or scaled down [18].
Lightweight versions of xResNet such as xResNet18 have been suc-
cessfully applied in various vision and audio tasks, showing a good
balance between accuracy and efficiency [3]. The xResNet18 also
has a very similar size to the MobileNetV2 (∼12MB).
ResCNN [33] is selected due to its proven effectiveness in speech and
audio processing tasks [26]. Its modular design, built on residual
convolutional blocks, enables flexible scaling and selective pruning,
which is ideal for optimization and adaptation in embedded systems.
It is a tiny model (∼1.2 kB) combining residual and convolutional
neural networks along with three different activation functions,
and is considered for time series classification. To the best of our
knowledge, it has not been used for speaker recognition-related
tasks so far, but it achieves the best accuracy from 19 out 44 public
datasets by the University of California in different fields (including
image, sensor, and motion) [33]. The model also has ∼95% fewer
parameters than the MobileNetV2, making it a good candidate.

3.3 Model Reduction and Selection Process
In their original state6, MobileNetV2 and xResNet18 need around
∼12MB of flash memory to store the model, making them unusable
on microcontrollers such as the nRF52840 and nRF5340 with 1MB
of flash memory. The ResCNN is around 10 times smaller with
around 1.2MB, which is better, but still too large.
Model Reduction. We follow the work of Tan and Le [27] to
reduce the size of any convolutional neural network model, while
retaining as much accuracy as possible. Within their work, they
systematically show that best performance is achieved when scaling
width, depth, and input resolution together in a balanced way. They
use the constants 𝛼, 𝛽, and 𝛾 and a variable scaling factor 𝜙 to
represent the depth (𝑑 = 𝛼𝜙 ), width (𝑤 = 𝛽𝜙 ) and resolution
(𝑟 = 𝛾𝜙 ), such that 𝛼 · 𝛽2 · 𝛾2 ≈ 2 and 𝛼 ≥ 1, 𝛽 ≥ 1, 𝛾 ≥ 1. The
weighted constants describe howmuch influence the scaling should
have, and are determined with a small grid search. The constraints
are chosen to approximately increase the Floating Point Operations
(FLOPS) by 2𝜙 . This approach, however, focuses on scaling up a
model and increasing the performance. In our case, we want to
scale down a model by shrinking its width and depth, similarly to the
works of Wang et al. [31] and Tan et al. [28] that scale down models
for image classification. We further investigate this methodology
to new data types, in our case, 1D raw waveforms and their related
2D spectrograms. Apart from focusing on image and not audio data,
the models of [27, 28] have between 1.3-208M parameters, while
our target devices only have 1MB of flash memory available that
can theoretically only store 1M 8 bit parameters and hence, require
further down-scaling. We opt to not scale the input resolution,
because we do not want to lose information in our already limited
audio resolution (i.e., 16 kHz sample rate). Hence, we empirically

6With floating point operations instead of full integer quantization.
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choose the weighted constants7 𝛼 = 0.6 and 𝛽 = 0.6, and scale these
with five different 𝜙 values [0, 0.75, 1.5, 2.25, 3]. These values for phi
were chosen to get a wide span of information without exploding
the search space, i.e., from the original model (𝑝ℎ𝑖 = 0) that is ∼10x
too large to a breaking point, where the model’s accuracy becomes
questionable. Once the size-reduction parameter region, where the
desired models are located, a more fine-grained search, e.g., based
on grid search or other optimization techniques, can be employed.
In this work, we forgo this refinement step, since our focus is on
validating the feasibility of our approach.
We noticed that reducing the depth of our candidate models with
high 𝜙 values severely impacts the accuracy, as most of the model’s
layers are removed for high 𝜙 values. For this reason, we ensure
a minimal depth for all models. Specifically, for xResNet18 and
MobileNetV2we only reduce the number of stacked identical blocks,
but keep a minimum of 1. ResCNN is only reduced in width, as the
original ResCNN is already as small as our smallest xResNet version
and is affected the most by a depth reduction. As the ResCNN is
already very small, we also explore the option of scaling up the
depth and width and empirically choose 𝛼 = 1.3 and 𝛽 = 1.3 and
use the same 𝜙 values.
Selection Process. The best model for a device heavily depends on
the target application and the tasks it needs to perform. For instance,
a device dedicated to SI can use all its memory and runtime solely to
the SI task, while for an integrated SI solution, an engineer needs to
be aware of memory and processing requirements of the firmware
and other tasks running. What this entails will be discussed further
in Section 6. Therefore, we select the two models with the highest
CSSI accuracy that still fit into the memory of two different device
classes, where the tinier model can be used as a dedicated SI solution
or an integrated SI solution. The CSSI accuracy is used in this step
rather than OSSI accuracy to not disproportionately expand the
analysis and keep complexity reasonable, as OSSI is based on the
CSSI model with additional thresholds.

3.4 SPIDER SI Metrics
We define CSSI and OSSI and their performance metrics used by
SPIDER.

3.4.1 SPIDER CSSI Approach. Let D = {𝑥1, 𝑥2, . . . , 𝑥𝑁 } denote a
dataset of 𝑁 raw audio signals, where each 𝑥𝑖 represents waveform
data. Each audio signal 𝑥𝑖 undergoes a pre-processing stage in
which its amplitude is normalized, and starting and trailing silent
segments are removed. Additionally, we augment the samples to
improve the robustness of the models by randomly scaling the
samples by a factor between 0.8 and 1.2. We partition D into two
subsets: a training subset Dtrain (70 %) and a testing subset Dtest
(30 %). For training purposes, each 𝑥𝑖 ∈ Dtrain is segmented into
fixed-length chunks 𝑠𝑖 𝑗 with a 95% overlap, where 𝑗 indexes the
segments derived from sample 𝑖 . Moreover, each segment 𝑠𝑖 𝑗 is
labeled with the identity of the speaker 𝑦𝑖 from which it originates.

During the testing phase, each audio sample 𝑥𝑖 from Dtest is
similarly segmented into chunks 𝑠𝑖 𝑗 . Each chunk 𝑠𝑖 𝑗 is then fed
into the trained model, which outputs a probability distribution 𝑝𝑖 𝑗
over the potential speaker classes. The predicted class label 𝑦𝑖 𝑗 for

7As the original authors [27] suggest.

each segment 𝑠𝑖 𝑗 is determined by 𝑦𝑖 𝑗 = argmax𝑐 𝑝𝑖 𝑗 (𝑐), where 𝑐
indexes the possible speaker classes. The final prediction 𝑦𝑖 for the
entire audio file is determined using majority voting among the
valid segments. The CSSI accuracy then denotes the percentage of
final predictions that match the speakers from a dataset.

3.4.2 SPIDER OSSI Approach. In out-of-set detection, we are in-
terested in the ability to detect unknown speakers. We base our
approach on the definition of the Maximum Softmax Probability
(MSP) as introduced in [15], which is a widely-used and well-known
baseline for out-of-set detection. The scoring function is defined
as 𝑠 (𝑥𝑖 ) to determine if a given audio file 𝑥𝑖 is in-set or out-of-
set based on the segments that contributed to the majority vote.
Let 𝑆maj = {𝑠𝑖 𝑗 : 𝑦𝑖 𝑗 = 𝑦𝑖 } denote the subset of segments that
contributed to the majority decision for 𝑥𝑖 . We compute the sum
of softmax probability over 𝑆maj and scale it with the number of
segments as follows 𝑠 (𝑥𝑖 ) = 1

|𝑆ij |
∑
𝑠𝑖 𝑗 ∈𝑆maj 𝑝𝑖 𝑗 (𝑦𝑖 ).

The scoring function 𝑠 (𝑥𝑖 ), where higher values express the confi-
dence of an identified speaker being in-set, can be used alongside
a threshold (𝜏) to accept or reject an audio file 𝑥𝑖 . 𝜏 is found by
analyzing the interplay of the false acceptance rate (FAR)8 and false
rejection rate (FRR)9.

In SPIDER OSSI, we modify this approach in two ways: (i) we use
𝜏 to only output probabilities (𝑝𝑖 𝑗 > 𝜏) to contribute to the final
majority decision, (ii) we introduce consensus among 𝑥𝑖 𝑗 to ensure
that enough segments participate in the majority decision. Hence,
a speaker can only be accepted and identified if more segments of
𝑥𝑖 𝑗 than the consensus threshold have a probability higher than
𝜏 . This approach ensures that the model needs to be confident
when predicting a speaker and avoids speakers being accepted
and identified with, e.g., only 2 out of 10 segments, and enforces a
speaker to provide enough voice samples to reach consensus. The
OSSI accuracy is thereby defined as the percentage of accepted and
correctly identified speakers of the known dataset.
The acceptable performance of OSSI needs to be defined by its use-
case, as a more strict model will reject more unknown speakers, but
is more likely to also reject known speakers. For example, access
control to a building or a room will prioritize to reject unknown
speakers and will prefer that the user potentially needs more tries
to be accepted. Vice versa, automatically loading a user profiles for
home automation cares more to correctly accept and identify a user
on the first try, than rejecting unknown users and potentially having
to repeat oneself to be accepted. We can adapt the 𝜏 threshold of the
model and enforce consensus among voice samples to tune OSSI to
suit a specific use-case. To showcase this, we evaluate our results
with three use-cases:
Balanced: the aim is to find the thresholds where the FRR and FAR
intersect. This leads to a trade-off between leniency and strictness.
More strict: the aim is to increase security by reducing the FAR
further at the cost of convenience, as some known speakers need
to speak again after being rejected. We empirically do not allow a
higher FAR than 1 %when selecting the 𝜏 threshold and the required
consensus threshold.
More lenient: the aim is to increase convenience by reducing the
FRR at the cost of of higher FAR. Since OSSI enables an SI model to
8Percentage of out-of-set samples falsely accepted as in-set samples.
9Percentage of in-set samples falsely rejected as out-of-set samples.
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Table 1: Audio length statistics per dataset. Both have a simi-
lar mean, but LibriSpeech has >4 times longer audio samples.

Dataset Max Min Mean

TIMIT 7.13 s 0.65 s 2.7 s
LibriSpeech 29.3 s 0.24 s 12.25 s
Real-World 4.89 s 1.5 s 3.1 s

reject unknown speakers, we still do not want the FAR to increase
too much.We empirically do not allow a FAR higher than 20 %when
selecting the softmax output threshold and the required consensus
threshold.

3.5 Evaluation Datasets
For our evaluations, we use two public datasets and one self-recorded
real-world dataset (Table 1). These datasets are very different in
nature and are carefully chosen to validate our solution in different
settings. The CSSI accuracy is evaluated by training and testing on
all three datasets separately. To test OSSI accuracy, FRR, and FAR
we use the largest of the datasets (LibriSpeech) as the unknown
dataset and only train the models on the other two.
TIMIT [12] is an acoustic-phonetic continuous speech corpus,
which contains clean audio samples (i.e., no background noise)
from 630 speakers of eight major dialects of American English
recorded at 16 kHz. Each person speaks 10 individual sentences
with a mean sample length of 2.7 seconds, resulting in around 3.5
hours of speech.
LibriSpeech [20] is a collection of audio books that contains 360+
hours of English speech data recorded at 16 kHz. It is divided into
subsets of varying levels of background noise. We use the clean sub-
set that is 100 times bigger than TIMIT and contains 961 speakers.
For comparability with TIMIT, we limit these to 630 speakers.
Real-World dataset10. We use the Nordic Thingy:53 (housing
an nRF5340 SoC) prototyping platform to collect data with a PDM
microphone with 16 kHZ sampling rate , to validate that even cheap,
ubiquitous PMD microphones can be used for CSSI and OSSI tasks.
We use four Nordic Thingy:53 prototyping platforms and place
them at 30 cm, 1m, 2.5m, and 4m away in a noise-free office. We
collect 25 sentences of 32 people, where all 32 are in English and 28
in German. The sentences are between 1 and 6 seconds long and
we incorporate 68.8 % male and 31.2 % female speakers.

4 Model Reduction and Performance Evaluation
First, we describe the library versions we used to train our models
(Section 4.1). Then, we use the reverse compound scaling approach
(Section 3.3) to shrink the candidate models derived in Section 3.2
and select the models with the best CSSI accuracy that run on an
nRF52840 and an nRF5340 (Section 4.2). These models are then used
to further evaluate OSSI performance (Section 4.3).

4.1 Model Implementation
xResNet18 and ResCNN are readily available on time series ai
(tsai), an open-source deep learning package using PyTorch and
fastai, and the MobileNetV2 is also readily available in PyTorch.

10Ethical approval obtained (GZ: EK-83/2025); all participants signed a consent form
and were informed about the use of the anonymized collected voice samples.

Therefore, we use PyTorch version 1.13.1, time series AI (TSAI)
version 0.3.5, and fastai version 2.7.13 to train our models offline
on our university’s high performance server. To eventually run
the models on a microcontroller, which is necessary to confirm
flash and RAM usage, we need to convert the models from PyTorch
to TensorFlow Lite for microcontrollers (TFLM), as PyTorch does
not provide a workflow for microcontrollers. For the conversion to
TFLM, we use quantization aware training (QAT) and per-channel
quantization, the TFLM default for convolutional neural networks.

4.2 CSSI Accuracy and Memory Feasibility
First we evaluate how the CSSI accuracy changes as a function of
the model size (i.e., stored in flash memory) to find suitable models
for the nRF52840 and nRF5340. We then check if these selected few
models actually fit in RAM by converting them from PyTorch to
TFLM and evaluate their memory usage.

4.2.1 Flash Memory. Figure 1 shows the decreasing CSSI accu-
racy over the number of parameters (i.e., model size) of each pre-
processing method for each model scaled with a different 𝜙 values
(0, 0.75, 1.5, 2.25, or 3), with 𝜙 = 0 being the original model and
𝜙 = 3 being the smallest. Please note that the number of parameters
is only a coarse approximation of the needed flash memory, and
may change after converting the model to TFLM. The evaluation
is done with the models xResNet18, MobileNetV2, and ResCNN for
the TIMIT (top row) and LibriSpeech (bottom row) datasets, using
the Waveform, the LMS, and the MFCC methods. We use the two
more established datasets to filter out suitable models and only use
our Real-World dataset in a second step.
Dataset differences. In general, models trained on the LibriSpeech
dataset achieve higher accuracies compared to those trained on
the TIMIT dataset. This variation in performance is expected, since
LibriSpeech is approximately 100 times larger, providing signifi-
cantly more training data for the models. The difference in accuracy
between the two datasets is more pronounced when using MFCC
as model inputs than when using the Waveform and LMS features
as model inputs. Furthermore, this accuracy gap between TIMIT
and LibriSpeech is more noticeable for smaller model sizes and
gradually decreases as model size increases.
Model differences.Among the evaluatedmodels, the MobileNetV2
has the highest CSSI accuracy variation across pre-processing meth-
ods, and only achieves >90% when using the waveform as input.
The xResNet18 is more stable across pre-processing methods and,
apart from MFCC, it always achieves 89- 99 % CSSI accuracy. The
original ResCNN performs similarly well as the smallest xResNet18,
apart fromMFCC trained on TIMIT. Down scaling the ResCNN drops
the CSSI accuracy significantly, ∼33 % at worst, while the most up
scaled version has the highest CSSI accuracy in LMS and MFCC
(>98% and >93%, respectively), and is on par in the Waveform
(>99 %).

Across models and pre-processing methods, we show the feasi-
bility of running >90 % accurate CSSI even on resource-constrained
embedded hardware.

4.2.2 RAM Usage. Two aspects contribute to RAM usage: (i) pro-
cessing recorded audio samples, and (ii) running inference on them.
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Figure 1: CSSI accuracy over the model size (i.e., number of parameters) of xResNet18, ResCNN, and MobileNetV2 using the
Waveform, LMS, and MFCC method. The flash memory size of nRF52840 and nRF5340 estimate how many parameters fit in
their flash memory (assuming full integer quantization where one parameter needs 1B). The evaluation was done on the TIMIT
(top row) and LibriSpeech (bottom row) datasets. Our results show that models with >90% accuracy could potentially run on an
nRF5340/nRF52840. The models are scaled with different 𝜙 values and trained on the TIMIT and LibriSpeech dataset.

We need∼66.6 kB of RAM per second of audio data to process it. Fur-
thermore, the average audio length of our dataset is 3.1 s (Table 1),
leading to a ∼200 kB of RAM overhead11. The PyTorch models are
converted to TFLM models that can be run on our target devices.
Now we can test if our models actually fit in RAM. The peak RAM
usage of a model depends on the target device architecture, com-
piler settings, and TFLM optimizations. We load individual models
onto the nRF52840/nRF5340 and determine the required RAM size
through experimentation12.
ResCNN needs too much RAM. The ResCNN is the best performing
model and fits into flash memory, however, its peak RAM usage
exceeds the 512 kB RAM of our target platform, the nRF5340. Only
the smallest ResCNN (i.e., scaled down with 𝜙 = 3) fits into RAM (us-
ing 200 kB of RAM), but achieves the lowest accuracy of all models.
Additionally, we would only have ∼56 kB and ∼312 kB of RAM left
to process audio samples on the nRF52840 and nRF5340, resulting
in <1 s and <5 s of audio than can be recorded, respectively.
xResNet18 fits in RAM. Despite our simple flash memory approx-
imation in Figure 1, the model conversion and compiler optimiza-
tions shrink the model far enough to fit on the device, as can be seen
in Table 3. The Waveform, LMS, and MFCC xResNet18 scaled with
𝜙 = 0.75 (from now on referred to as xResNetSmall) require 135,
60, and 45 kB of RAM and all need 741.5 kB (TIMIT), ∼548 kB (Real-
World), or 726.7 KB (LibriSpeech) of flash memory. The xResNet18
scaled with 𝜙 = 3 (from now on referred to as xResNetTiny) re-
quires 75, 30, and 20 kB of RAM and 179.2 kB (TIMIT), 109.9 kB
(Real-World), or 170.8 KB (LibriSpeech) of flash memory. Consid-
ering that we also need to process an average of 3 s of recorded
audio samples (Table 1) in RAM, the xResNetSmall with MFCC
would have a maximum of 11KB to spare on the nRF5840 for
other tasks or an operating system. Hence, the xResNetSmall fits
onto the nRF5340 for all three pre-processing methods, while the
xResNetTiny only fits onto the nRF52840 with LMS and MFCC13.
Compared to xResNet18, xResNetSmall achieves within ∼1 % CSSI

11Pipelining the recording, pre-processing, and running inference can further optimize
the RAM usage, but they are beyond the scope of this work.
12This is the advised method by TensorFlow themselves: https://ai.google.dev/edge/
litert/microcontrollers/get_started accessed 22.5.2025.
13Using the Waveform is feasible, but limits the use of less than 3 s of audio.

Table 2: Summary of our three selected models, their target
device, and their size reduction.

Model Device 𝜙 Size reduction Quantized

xResNetTiny nRF52840 3 67x Yes
xResNetSmall nRF5340 0.75 16x Yes
xResNet18 - 0 - No

accuracy, while needing 16x less flash memory. The xResNetTiny
models lose between 8-24 % CSSI accuracy compared to xResNet18
and xResNetSmall, but need 67x and 3x less flash memory, respec-
tively. The Waveform achieves the highest CSSI accuracies, with
LMS falling shortly behind with 4-6 % less accuracy, and the MFCC
losing up to 12-32 % accuracy. For xResNetTiny and xResNetSmall,
Waveform and LMS are preferable. We summarize the character-
istics of the most suitable models in Table 2 that will be used for
further evaluation.
MobileNetV2. As MobileNetV2 achieves lower accuracies than
xResNet18, we do not evaluate it’s memory impact and continue
our evaluationswith xResNet18, xResNetSmall, and xResNetTiny.

4.3 OSSI Performance
After finding suitable CSSI models, we need to modify them in
order to reject unknown speakers to achieve OSSI. We perform our
evaluation on two dataset combinations. The models are trained
either on TIMIT or Real-World (in-set) and use the LibriSpeech
as the out-of-set dataset. The TIMIT and Real-World test datasets
contain ∼1.43 and ∼1.36 hours of speech, while the LibriSpeech test
dataset contains ∼74.25 hours, hence, we test on a large portion
of out-of-set speakers. First, we evaluate the FAR and FRR (missed
in-set speaker) to find the Equal Error Rate (EER) that minimizes
both metrics and provides a good trade-off threshold (𝜏) to detect
out-of-set samples. Second, we decrease the FAR by enforcing con-
sensus among segments of an audio sample. We use the results of
xResNetSmall with TIMIT as in-set and LibriSpeech as out-of-set
dataset to showcase our results and then show a table to summa-
rize all results of the xResNet18, xResNetSmall, and xResNetTiny
models with the TIMIT and Real-World datasets used as in-set.

https://ai.google.dev/edge/litert/microcontrollers/get_started
https://ai.google.dev/edge/litert/microcontrollers/get_started
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Figure 2: Figures a) show the equal error rate (EER) that denotes the intersection of the false rejection and false acceptance
rate. The EER provides a good threshold estimate to separate the in-set and out-of-set distribution shown in the 𝜏 threshold
histogram of Figures b). The threshold is used to separate in-set and out-of-set samples, the higher the separation, the lower the
false rejection and acceptance rates. The in-set dataset is either Real-World or TIMIT and the out-of-set dataset is LibriSpeech.

Table 3: RAM, flash memory, and CSSI accuracy of the
xResNetTiny, xResNetSmall, and xResNet18models trained on
three different datasets. Thesemodels can be run on different
device classes, such as the nRF52840, nRF5340, or on a larger
device such as the Raspberry Pi, respectively.

Dataset Model Device Method RAM Flash Accuracy
(kB) (kB) (%)

TIMIT

xResNetTiny nRF52840
Waveform 75 179.2 82.1

LMS 30 179.2 76.6
MFCC 20 179.2 50.9

xResNetSmall nRF5340
Waveform 135 741.5 97.5

LMS 60 741.5 92.7
MFCC 45 741.5 73.9

xResNet18 -
Waveform - ∼12000 96.5

LMS - ∼12000 92.01
MFCC - ∼12000 74.7

LibriSpeech

xResNetTiny nRF52840
Waveform 75 170.8 91

LMS 30 170.8 92.9
MFCC 20 170.8 84.5

xResNetSmall nRF5340
Waveform 135 726.7 99.6

LMS 60 726.7 99.8
MFCC 45 726.7 98.7

xResNet18 -
Waveform - ∼12000 99.9

LMS - ∼12000 99.9
MFCC - ∼12000 99.8

Real-World

xResNetTiny nRF52840
Waveform 75 109.9 82.02

LMS 30 109.9 89.2
MFCC 20 109.9 83.8

xResNetSmall nRF5340
Waveform 135 551.6 89.6

LMS 60 548 95.6
MFCC 45 548 92.02

xResNet18 -
Waveform - ∼12000 95.9

LMS - ∼12000 97.4
MFCC - ∼12000 93.2

Softmax output (𝜏) threshold. Figure 2 shows two sets of plots,
the upper two rows show the results when using the TIMIT as in-
set and LibriSpeech as out-of-set, while the lower two rows show
the results with Real-World as in-set and LibriSpeech as out-of-set.

The respective upper rows present the FAR, FRR, and EER for
MFCC, LMS and waveform methods as functions of the 𝜏 . As the
threshold increases from 0 to 1, the FAR decreases while the FRR
increases. Based on our defined use-cases in Section 3.4.2, we also
highlight the thresholds for the EER (balanced), more strict, and
more lenient use-cases. These highlighted thresholds are extended
into the respective bottom row. These bottom row figures show
the histograms of the 𝜏 probability which is not an average output
probability but a sum of the output probability over the segment
length for both in-set and out-of-set samples. This is done to illus-
trate not only the confidence of the prediction, but also to show
how many segments contribute to the output. For instance, 8 out
of 10 segments predicting the same speaker contribute to higher
scores than 4 out of 10 segments. Ideally, in-set softmax scores
should yield probabilities close to 1, while out-of-set softmax scores
should be near 0. In general, a larger overlap between the in-set
and out-of-set histograms indicates higher EER, as it becomes more
difficult to distinguish between the two.

It is evident that the LMS method results in the smallest over-
lapping region in the histogram and achieves the lowest EER, in-
dicating better separation between in-set and out-of-set speakers
compared to the waveform and MFCC methods. Furthermore, the
in-set Real-World and out-of-set LibriSpeech datasets have a better
separation compared to TIMIT and LibriSpeech.
Enforcing consensus. The required consensus among audio seg-
ments impacts the FAR, which means that a higher number of
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Table 4: Threshold 𝜏 and consensus threshold used for each
of the three use-cases with either the Real-World or TIMIT as
in-set and the LibriSpeech as out-of-set datasets. The results
are shown as "Real-World | TIMIT".

Model Method Lenient Balanced Strict
𝜏 (%) con. (%) 𝜏 (%) con. (%) 𝜏 (%) con. (%)

xResNetTiny
Waveform 26 | 35 40 | 45 21 | 18 42 | 33 54 | 100 65 | 10

LMS 37 | 35 50 | 50 39 | 23 56 | 42 69 | 69 75 | 75
MFCC 36 | 21 50 | 40 34 | 10 49 | 33 70 | 57 75 | 65

xResNetSmall
Waveform 28 | 35 40 | 45 28 | 36 43 | 45 54 | 79 60 | 80

LMS 43 | 37 50 | 45 54 | 39 66 | 50 73 | 75 80 | 80
MFCC 48 | 27 50 | 40 48 | 21 59 | 36 70 | 63 80 | 70

xResNet18
Waveform 37 | 38 45 | 45 43 | 39 55 | 47 72 | 91 75 | 90

LMS 42 | 27 50 | 40 58 | 32 68 | 44 76 | 57 85 | 70
MFCC 40 | 25 50 | 35 49 | 22 60 | 35 74 | 60 80 | 70

segments within an audio sample must confidently agree on the
predicted identity for the system to accept and identify the speaker.

For instance, a consensus of 60% in a 10-segment audio sam-
ple means that 6 out of the 10 segments must predict the same
speaker for the speaker to be accepted. As the consensus threshold
increases, the FAR correspondingly decreases by reducing the like-
lihood of incorrect acceptances. However, this comes at the cost
of an increased FRR, as the system becomes more stringent and
may reject legitimate users more frequently. Thus apart from 𝜏 ,
the consensus threshold can be used as a tuning knob depending
upon the nature of the application. The FAR and FRR metrics as a
function of required consensus for the three methods are shown in
Figure 3.

While each method has its unique characteristics in the plot,
there are some general trends. The Waveform models and MFCC
model trained on TIMIT have a more symmetric shape, meaning
that the FRR increases at a similar rate as the FAR decreases, even
if the FAR decreases slightly faster. This means that selecting a
consensus threshold for more lenient or more strict use-cases will
have a a positive effect on the FAR or FRR, but a similar counter
effect on the opposing metric. In contrast, the MFCC model trained
on the Real-World and LMS model trained on Real-World or TIMIT
have a more skewed trend. Here the FRR increases slower than
the FAR decreases, especially with the Real-World dataset. This
indicates that these models can use more lenient or strict thresholds
without having a similar counter effect on the FAR or FRR.

Table 4 summarizes the 𝜏s and the consensus thresholds for the
xResNet18, xResNetSmall, and xResNetTiny models. The results
with TIMIT and Real-World used as in-set are separated with a "|".

4.4 Summary of CSSI and OSSI Results
Table 5 shows the CSSI and OSSI results per pre-processing method
per model per in-set dataset. The OSSI results are split in the OSSI
accuracy of correctly identifying accepted speakers, the FRR, and
FAR and calculated using the balanced, strict, and lenient thresholds
from Table 4.

Apart from the strict use-case with xResNetTiny, LMS trained
on Real-World always reaches at lest 82.4 % OSSI accuracy, and
can have an FRR as low as 2.2 in the lenient and an FAR as low as
0.65 in the strict use-case. xResNetSmall and xResNet18 perform
mostly within a few percent of one another, making xResNetSmall
a viable solution for microcontrollers, such as the nRF5340 SoC.

However, when trained on the TIMIT dataset, all methods and
models drop their OSSI accuracy below 40.95 % in the strict use-
case. We suspect, that due to the larger number of speakers in
TIMIT (630 versus 32 in Real-World) the models have a harder time
differentiating each speaker, which leads to poor OSSI accuracy
when paired with strict 𝜏 and consensus thresholds. For CSSI on the
TIMIT dataset, the Waveform can outperform the LMS and can be a
contender, but it underperforms the LMS in OSSI accuracy (apart for
xResNetSmall in the balanced use-case). For Real-World, LMS also
outperforms Waveform in CSSI accuracy. For the strict use-case,
Waveform and MFCC drop below 69.5 %, while the LMS remains
with 85.2 and 86.2 % for xResNetSmall and xResNet18, respectively.
In general, the xResNetTiny model can be used for CSSI, or for
OSSI in balanced and lenient use-case reaching at least 82.4 %, if
trained on the Real-World dataset with 32 speakers 14. However,
the xResNetTinymodels performworse than xResNetSmall by 5.4-
16.1 % in CSSI, and 9.1-17.4 % in lenient OSSI, 9.4-17.7 % in balanced
OSSI, and 33.11-33.9 % in strict OSSI.

5 Consideration of Real-World Constraints
Our evaluation has shown the feasibility of using the xResNetTiny
with LMS pre-processing for CSSI and OSSI tasks (lenient and bal-
anced thresholds), as well as the xResNetSmall for CSSI and OSSI
tasks (lenient, balanced and strict thresholds). Additionally, wewant
to evaluate the implications of collecting varying speech sample
lengths for training (enrolling a speaker) and testing (rejecting or
identifying a speaker), and the energy and runtime running SPIDER
on an nRFThingy:53.

5.1 Varying Speech Length for CSSI
The length of the audio samples matters in two ways for training
and testing the model. For training, we want to know how much
training data is required to correctly identify the speaker. This is
particularly interesting when enrolling new people. For testing, if
fewer seconds of audio are required per sample to correctly identify
a speaker, then the processing can be done faster which reduces
the waiting time of the user for the results. Additionally, longer
audio samples require more memory to store and pre-process them,
which could require the system to develop a scheme to record and
process the data in parallel.

In Table 1, we show that both TIMIT and LibriSpeech datasets
have an average audio length of 2.7s and 12.25s respectively, but
the TIMIT dataset contains up to 7.13s of audio and LibriSpeech
up to 29.3s. For both datasets, the duration of each audio sample is
limited to 5, 3, 2, 1, 0.5, and 0.2 seconds and the impact on training
and testing the xResNetSmall model is evaluated. The effect of
audio sample length on the available training data is illustrated in
Table 6. For example, when the audio length is capped at 5s, the
TIMIT dataset retains nearly 99% while LibriSpeech retains 40%.
Train audio length. The experimental results are presented in
Figure 4. Overall, accuracy declines as audio length decreases, with
the impact being more pronounced for the TIMIT dataset than for
LibriSpeech. This is primarily due to the smaller amount of training
data available in TIMIT compared to LibriSpeech for different audio
lengths. For both datasets, waveform-based models experience less
14We suspect that the model cannot handle the 630 speakers of the TIMIT dataset.
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Figure 3: Impact of required consensus on FRR and FAR using, i.e., 60 % consensus of a 10 segment audio sample means 6/10
segments need to predict the same speaker. We use the EER thresholds of Figure 2. x=0% mimics the default approach without
consensus. Increasing the required consensus decreases the FAR, i.e., increases security at the cost of increasing the FRR.
Figures (a) use TIMIT and (b) use Real-World as in-set and both use LibriSpeech as out-of-set dataset.

Table 5: CSSI results (accuracy) and OSSI results (accuracy, FRR, FAR) for the tiny, small and full model trained using the
Waveform, LMS, or MFCC pre-processing method. The models are trained on the Real-World or TIMIT dataset (in-set), while
the LibriSpeech dataset is used as out-of-set. We show the OSSI results in function of the lenient, balanced, and strict use-cases.

Dataset Model Method CSSI results OSSI results
Lenient Balanced Strict

Accuracy Accuracy FRR FAR Accuracy FRR FAR Accuracy FRR FAR

Real-World

xResNetTiny
Waveform 82 70.4 0.21 17.8 72.4 17.3 16.5 14.4 85.1 0.76

LMS 89.2 84.2 0.09 16.2 82.4 11.2 11 51.3 46.8 0.85
MFCC 83.8 72.8 18.9 13.7 77.4 11.3 16.5 33 64.7 0.8

xResNetSmall
Waveform 90.2 85.2 8.7 14.4 82.8 11.4 10.9 49.9 48.1 0.87

LMS 94.6 93.3 2.3 18.2 91.8 4.4 4.9 85.2 12.1 0.81
MFCC 91.7 87.9 5.8 14.7 86.4 7.4 8.1 63.8 32.7 0.61

xResNet18
Waveform 96 93.8 0.31 15.7 89.2 8.3 6.7 52.9 46.6 0.9

LMS 97.4 95.72 2.2 16.8 93.9 4.4 3.8 86.2 12.5 0.65
MFCC 93.2 90.9 4.1 15.3 87.9 7.6 7.2 69.6 27.9 0.73

TIMIT

xResNetTiny
Waveform 82.1 26.9 73 17.1 59.4 38.9 40.1 5.7 91.5 0.25

LMS 76.6 44.3 5.3 15 66.2 25.5 28.4 7.83 92.1 0.82
MFCC 50.9 32.1 59.5 14.3 47 21.4 27.4 3.8 95.9 0.9

xResNetSmall
Waveform 97.5 85.4 14.4 14.6 85.2 14.6 14.6 13.81 86.2 0.96

LMS 92.7 88.3 8.6 18.8 83.9 14.1 12.1 40.95 58.8 0.87
MFCC 74 60.9 30.7 13.2 67.7 19.4 19.3 14.97 84.7 0.85

xResNet18
Waveform 96.5 86.4 13.1 18.15 84.4 15.1 16.2 5.24 94.7 0.99

LMS 92 89.5 6.2 12.5 88 8.6 9.1 59.2 40.5 0.6
MFCC 74.8 69.9 16 16.3 69.3 15.8 16.3 22.7 76.8 0.7

Table 6: Audio length impact on training dataset size. TIMIT
and LibriSpeech have a total training dataset size of 3.3
and 170 hours, respectively.

Audio limit (s) 5 3 2 1 0.5 0.2

Train dataset (%) TIMIT 99 92 71 37 18 7

LibriSpeech 40 24 16 8 4 2

performance degradation compared to those using LMS and MFCC
features. In the case of TIMIT, accuracy drops significantly when
the audio length is reduced below 2s, whereas for LibriSpeech, this
decline becomes noticeable below 0.5s. Limiting TIMIT audio to
1s reduces the available training data to 71% (approximately 2.3
hours), whereas capping LibriSpeech at 0.5s still results in 6.8 hours
of data, despite representing only 4% of the total training dataset.

Test audio length. Identification accuracy declines as the length of
test audio decreases. Across various audio lengths, LibriSpeech con-
sistently outperforms TIMIT which is likely due to the significantly
larger volume of training data available in LibriSpeech. As observed
during training, waveform-based models continue to deliver bet-
ter performance compared to LMS and MFCC models, particularly
when dealing with test samples shorter than 1s. When capped at 2s,
both LMS and MFCC models (1 s for LMS trained on LibriSpeech)
show a modest accuracy decrease of less than 5%, which may still
be acceptable for some applications. However, reducing the audio
length any further, leads to a sharper decline in accuracy of at least
15 %. Across all models and datasets, the performance deteriorates
significantly as audio duration falls below 2s. Therefore, to ensure
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Figure 4: CSSI Accuracy decreases with limited audio length
per training and testing audio sample. Using the raw wave-
form or LMS we can limit the length of audio samples to at
least 2s without decreasing the accuracy by more than 3.7 %.

reliable speaker identification using lightweight models, recording
at least 2s of audio is recommended.

5.2 Varying Speech Length for OSSI
Train audio length. We depict the number of training samples
needed to enroll a speaker by capping the audio length of our train-
ing set (as we did for SI). Ideally, we want to reduce the number
of required training data to a minimum without affecting perfor-
mance. The top row of Figure 5 shows the FRR and FAR for different
training set sizes. Across all three methods, the training set size
has little impact on the FAR, with a mean of 11.7, 6.83, and 8.33 %
and only a standard deviation of 2.5, 2.48, and 4.08 % for the Wave-
form, LMS and MFCC, respectively. However, the FRR decreases
a lot with increasing training set size from at least 86 % down to
at least 14 %. Similarly to SI, at 3 s audio length, the FRR starts to
settle at low percentages of 15, 7, and 14 % for Waveform, LMS, and
MFCC respectively. These 3 s of audio length in the TIMIT dataset
translate into 3.036 hours of training data (∼17.3 s per speaker) to
ensure that the FRR drops below 15%. Out of the three methods at
3 s audio capping, LMS achieves half the FRR (with 7%) of MFCC
and Waveform, and the lowest FAR with 8 % compared to MFCC’s
11 % and Waveform’s 15 %, making it the preferable pre-processing
method.
Test audio length. Varying the test audio length tells us how
quickly our models can identify a speaker. An increase in testing set
audio length improves the FAR significantly from 100 % down to 17,
15, and 29 % forWaveform, LMS, andMFCC, respectively.Waveform
is the first to drop below 20% FAR at 3 s audio length, while LMS
needs 5 s, and MFCC does not manage to have a FAR lower than
∼29 % within 5 s of testing audio length. The FRR does not increase
much with increased audio length with a mean of 12.3, 2, and 5.33 %,
and a standard deviation of 7.2, 1.45, and 6.02 % for Waveform, LMS,
and MFCC respectively. At least 3-5 s of audio samples are needed
to decrease the FAR below 20%, or a higher consensus threshold
is required for stricter applications. Both, however, at the cost of
slightly increasing FRR. TheWaveform is the best method to reduce
the testing audio length with 3 s.
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Figure 5: Impact of the training and testing audio length
accepting or rejecting speakers. We evaluate the FRR and
FARusing the balanced 𝜏 and consensus thresholds of Table 4.

5.3 On-device Execution
We toggle GPIO pins of the Nordic nRF52840 SoC and Nordic
nRF5340 SoC (built in to the nRFThingy:53 to measure the av-
erage current during pre-processing and inference, and record the
required runtime. We then calculate the energy needed by mul-
tiplying the runtime, current consumption and voltage (3.3 V for
both boards). For ease of use, we report the energy and runtime of
a 1 s audio sample, which can then be scaled for arbitrary lengths
of speech.

Table 7 shows the energy and runtime usage of the xResNetTiny
and xResNetSmall models running on the nRF52840 SoC and the
nRF5340 SoC. Additionally, we evaluate the xResNetTiny model
on the nRF5340 SoC to exemplify a use case, where SI needs to run
side by side with other tasks running on the same hardware and
cannot dedicate all its memory and CPU to the SI task. The runtime
and energy are affected by the time it takes to pre-process the audio
data and to run inference. Most notably, the Waveform does not
require any pre-processing like the LMS or MFCCmethod, however,
the model has to deal with a larger input space. This larger input
space leads to more RAM usage that makes the Waveform method
unusable on the nRF52840 SoC to also record and store the audio
samples, which is why it is omitted in the table. On the nRF5340 SoC,
the xResNetTiny and xResNetSmallmodels take 3.38 and 16.6 s of
inference time to process a 1 s audio signal, resulting in 212.7 and
1026mJ of energy needed, respectively. On the contrary, the LMS
and MFCC methods are 11-25 times faster during inference, but
require additional time to pre-process the data. Using the built-in
DSP instructions, this extra pre-processing time is always below
0.76 s and comparatively negligible compared to the overhead of
using the Waveform method. Notably, the extra discrete cosine
transformation (DCT) done by the MFCC and not by the LMS
method, reduces the frequency features from 40 to 13, resulting in
around half the inference runtime, while only needing 2-3 % longer
for pre-processing. In total, MFCC is the most efficient needing
between 0.92-1.24 s of runtime and 42.52-81mJ of energy to pre-
process and evaluate a 1 s audio sample. LMS needs 20-60 % more
runtime (1.1-1.99 s) and 20-54 % more energy (50.9-124.8mJ) than
MFCC, while the Waveform method needs 5-13 times more runtime
(3.38-16.6 s) and 4-13 times more energy (212.7-1025mJ).
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Table 7: Runtime and energy of the nRF52840 running
xResNetTiny with LMS and MFCC, and the nRF5340 running
the xResNetTiny and xResNetSmall model using the Wave-
form, LMS, and MFCC as pre-processing methods.

Model Device class Method Runtime / Energy for 1 s audio
Pre-processing Inference Total
(s) (mJ) (s) (mJ) (s) (mJ)

xResNetTiny nRF52840 LMS 0.74 34.2 0.36 16.7 1.1 50.9
MFCC 0.76 35.5 0.16 7.02 0.92 42.52

xResNetTiny nRF5340
Waveform - - 3.38 212.7 3.38 212.7

LMS 0.56 37.5 0.32 20.4 0.88 57.9
MFCC 0.57 38.2 0.16 9.86 0.73 48.6

xResNetSmall nRF5340
Waveform - - 16.6 1026.03 16.6 1026.03

LMS 0.56 37.5 1.43 87.3 1.99 124.8
MFCC 0.57 38.7 0.67 42.3 1.24 81

6 Use Case Considerations
We set out to identify and answer key questions a real world de-
ployment of SPIDER would face.
How small can a useful model be? The LMS xResNetTiny is
93.4 % smaller than the xResNet18, and still achieves 89.2 % CSSI
accuracy and ≥ 82.4 % OSSI accuracy. The FRR and FAR also stays
below 11.2 % and 16.2 %, respectively, making it a tiny yet use-
ful model for CSSI and lenient/balanced OSSI tasks. However, the
xResNetTiny seems to lose the complexity to handle many speak-
ers, as these results hold true for the Real-World dataset (32 speak-
ers) but fall below 76.6 % for the TIMIT dataset (630 speakers).
How much accuracy do we lose when shrinking the model?
The LMS xResNetTiny loses 8-24 % CSSI accuracy and 11.5-35.9 %
OSSI accuracy for 93.4 % model size reduction. In contrast, the LMS
xResNetSmall is 75.8 % smaller than xResNet18, but only loses
2.8 % (Real-World) and even gains 0.7 % (TIMIT) CSSI accuracy, and
loses 1-18.2 % OSSI accuracy.
How many speakers can we support? The LMS xResNetSmall
can support CSSI and OSSI (lenient and balanced) for 32 (Real-
World) and 630 (TIMIT) speakers, reaching CSSI andOSSI accuracies
between 83.9-94.6 %. The OSSI strict use-case can only be supported
for 32 speakers reaching 85.2 % OSSI accuracy, as it falls to 40.95 %
OSSI accuracy with 630 speakers.
How long do we need to enroll a new speaker? From Figure 4
we know that we should not cap TIMIT audio samples by more than
2 s. According to Table 6 this translates into a dataset containing
2.3 hours of audio, meaning that for 630 speakers we need at least
13.4 s per speaker for CSSI. Using the same procedure for OSSI, we
need at least 17.3 s per speaker to have an FRR of 7 % and an FAR
of 8 % when using the LMS xResNetSmall.
How long do they need to speak? At least 2 s (Figure 4) of audio
are required for CSSI, and at least 5 s (Figure 5) of audio are required
to keep a low FAR in OSSI, based on an evaluation carried out on
the TIMIT dataset (630 speakers).
How likely are false acceptances, and how long would it take
to fool the system? For the strict use-case, the LMS xResNetSmall
can keep the FAR as low as 0.81 %, meaning that an unknown
speaker needs to speak roughly 123.5 times to bypass the system. In
comparison, in balanced and lenient use-cases an unknown speaker
would need to speak 20.4 and 5.5 times to fool the system, respec-
tively. Furthermore, it is advised to record 5 s or more of speech
for more strict OSSI, which takes ∼21.3 s to accept and identify
the speaker. This results in a potential adversary spending at least

∼54, ∼9, or ∼2.4 minutes to fool strict, balanced, or lenient SPIDER,
respectively. This might not be enough for secluded environments;
however, in busy places, standing around for 54 minutes speaking
to oneself will likely draw attention.
What example use-cases could be practical for IoT devices?
One additional benefit of on-device CSSI and OSSI is privacy, as
no personal data needs to be sent to a cloud. Hence, any use-case
focused on not sharing personal data can benefit from SPIDER. CSSI
or lenient/balanced OSSI tasks could be to keep track of meeting
attendees where mostly internal and some external visitors could
join. Another CSSI or lenient/balanced OSSI task can be person-
alized home automation based on the speaker, such as changing
the temperature of a room or reading aloud the agenda of today’s
calendar at home, or personalizing the sound profile select when
wearing headphones/earbuds. In these cases, it is not as critical to
reject every unknown speaker, yet it improves the accuracy of the
attendee list or does not perform unnecessary actions if the person
is unknown.

In contrast, access to a device (e.g., smart bike lock) or a room,
access control to machinery, or varying security functions based
on the present speaker (e.g., employee versus head of the company)
are more strict OSSI use-cases. For these use-cases, strict SPIDER
keeps the FAR below 0.81 %, which would take ∼54 minutes to fool
the system, while achieving 85.2 % OSSI accuracy.
Which model is the best choice for which device? We provide
insights into hand-selected solutions based on the chosen 𝜙 values,
however, the best model depends on the target device and the device
usage. For instance, a dedicated device focusing on SI can use all the
memory and processing time for the model and audio recordings
(66 kB in RAM per 1 s of audio), while other devices might perform
multiple tasks and need to share resources. If our provided solutions
do not match the user’s application and/or device, the user can
define the specific memory constraints of their target device, adapt
our open-source2 code, and use a more fine-grained 𝜙 search to
derive a more appropriate model.

7 Conclusion and Future Work
In this paper we have introduced SPIDER, an open-source, light-
weight, on-device CSSI and OSSI solution capable of running on con-
strained embedded platforms embedding as little as 256/512 kB of
RAM and 1MB of flash memory, such as the nRF5340 and nRF52840
SoC. Our own open-source real-world dataset, as well as two large
publicly available datasets are used to validate the CSSI and OSSI
performance. We have shown that SPIDER’s OSSI implementation
can also be adapted towards more lenient and more strict use cases,
which affects the FRR and FAR. SPIDER works on any device sup-
porting TFLM, has 360/390 kB of RAM and 110/548 kB of flash
memory, and has access to cheap PDM microphones that can be
found or easily mounted on resource-constrained embedded de-
vices. This enables user identification on a scale that is not possible
with alternative technologies such as cameras or fingerprint read-
ers. Additionally, our results underline the feasibility of applying a
reverse compound scaling approach for SI tasks, while achieving
high CSSI and OSSI accuracy and reducing the model size to fit on
devices with less than 1MB of flash memory. This shows potential
to be applied to other speech tasks, and, also, classification on time
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signals (beyond audio), for instance, for other wearables (ECG/EEG
classification in smartwatches, as well as event classification for
continuous glucose monitors), for industrial applications (e.g., vi-
bration sensors, acoustics and acoustic emissions monitoring), and
for biomedical signals (e.g., phonocardiograms, and sleep stage
identification).
Limitations. Our FRR and FAR metrics are based on the widely-
used MSP method, however, more distance-based metrics (e.g., Ma-
halanobis or Deep k-NN) could be explored. Our model selection
process is not automatic as it depends on the available memory
and accuracy requirements of the application, i.e., is it a dedicated
device for a single tasks or does it also need to run other tasks?
A way to automate this with user specific requirements would be
beneficial, as well as optimizing the hyper-parameter search to
replace our pre-defined 𝜙-value selection. This study is conducted
using noise-free audio samples to assess the fundamental feasibility
of the proposed solutions. Dedicated experiments to tackle real-
world noise conditions need to be done using data augmentation
techniques and noise reduction filters. The audio length required
for speaker enrollment depends on the number of speakers. With
TIMIT (630 speakers) 13.4s of audio length is sufficient. With our
RealWorld dataset ∼12.8 minutes are required as only 32 speakers
are included. In future work, we will investigate how to reduce the
required training data, as it might be limiting in practical settings
to obtain long audio samples for enrollment. We used a 630 and a
32 speaker dataset, but did not gradually investigate the role of the
number of enrolled speakers. A more fine-grained analysis on the
same dataset could yield more insights of SPIDER’s performance
as a function of the number of speakers.
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